
Share Google Groups Scam

I received an unsolicited E-mail saying that I
had been added to a Google Group
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Perplexity AI says...

• Google Groups is being exploited by scammers to send
fake order and phishing emails to unsuspecting users

• Scammers create fake Google Groups posing as
legitimate companies

• They add victims' email addresses to these groups
without permission

• Don't click links or call numbers in suspicious emails
• Check your Google Groups membership and leave any
suspicious groups



• Adjust your Google Groups settings to prevent being
added without permission:
̶ Sign in to Google Groups
̶ Go to Settings > Global settings
̶ Uncheck "Add me to their groups" and "Invite me to
their groups"

̶ Click Save

• Report Within Google Groups or
to Google Support

https://www.perplexity.ai/search/join-google-group-scam-
p6l854wCQ4KNpj4enC6Lsw#0


