
uMatrix – seeing and 
controlling what 
your browser 
accesses



See & manage



Settings



uMatrix purposes
● Preserve your privacy – tracking via cookies or resource usage
● Protect from malware via importing hosts files of bad domains 
● See & control what a domain may access

○ One domain – or all
○ Can turn off temporarily
○ Control separately, by domain &/or resource:

■ Cookies
■ CSS (style sheets)
■ Images
■ Plugins
■ Scripts
■ XHR – script resources
■ Frames
■ Other

● Default is to allow nothing but domain resources & all CSS & images, & to blacklist 
malware



● Green square = effectively whitelisted, 

i.e. requests are allowed to reach their 

intended destination

● Dark green square: the domain name 

and/or type of request is specifically

whitelisted.

● Faded green square: the whitelist status 

is inherited because the entry is 

graylisted.

● Red square = effectively blacklisted, i.e. 

requests are prevented from reaching 

their intended destination

● Dark red square: the domain name 

and/or type of request is specifically 

blacklisted.

● Faded red square: the blacklist status is 

inherited because the entry is graylisted.

Cell Colours



DEMO



http://bit.ly/2PfT4lq
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