


?@@w Why block ads/...? %

Ads are a distraction and get in the way.

Noise You can search if you want something.

Malware Some ads load or are malware

D J
Sp66d on’t load ads and the rest of the page

% loads & renders faster m@é




Getting
uBlock
Origin

Install from:

Firefox Add-ons
Chrome Web Store
Microsoft Edge Add-ons
Opera Add-ons
Thunderbird Add-ons

Extensions
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Recommended

Available on Firefox for =
Android™

o

uBlock Origin

Finally, an efficient wide-spectrum
content blocker. Easy on CPU and

memory.
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e Settings Filter lists My filters My rules Trusted sites Support About

Hide placeholdars of Blocked elements

Show the number of blocked requests on the icon
Make use of context menu where appropriate

] Enable cloud ge support O

Privocy

: Disable pre-fetching (10 prevent any connection for blocked neftwork requests) ©
e tt I n S Disable hyperlink ouditing €
Block CSP reports £
Uncloak canonical names €3

Appearance
Theme Austo ~
] custom accent cotor | [N

] Color-blind friendly
[ 7] Disable toottips

Defoult behavior

These defaudt behoaviors can be ovarridden on a pear-site basis
|| Disable cosmaetic fitraring 0

[] Block media elements lorger than 50 L KB O

| | Block remote fonts €3

7] Disable JovasScript €

Advanced
Features sultable only for technical users 15
1 om an advanced user o

Stroroge used: 55.8 MB

Bock up to file.

Restore from file_

Reset to defoult settings—
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lters 1

w Settings Fllter lists My filters My rules

8 Auto-update filter lists
B3 Suspend netwaork octivity until all filter lists are looded
B3 Parse ond enforce cosmatic filtars 43

] Ignore generic cosmetic filters £
> 406,595 network filters + 256,082 cosmetic filters from:
=
My filters & ¥ ut 202
> Bullt-in
uBlock filters 5= v # (0 40 120 st it =4 11304
uBlock filters « Ads W W ) oo viu e
uBlock filters - Bodware risks % & © O
uBlock filters - Privacy # @ (0 oul oo
uBlock filters - Quick fixes ® W ) (00 ot oo o0

EEQm@E0

uBlock filters — Unbreak & W O T
> Ade
B3 EosyList & W O oorr s our ol w1
AdGuord - Ads * W © O ¥ -
B3 AdGuord - Mobile Ads » W © O
> Privocy ¢
B3 EasyPrivacy * & O
B3 AdGuard Tracking Protection % & € ) . w 0 Aokind i
AdGuord URL Trocking Protection @ W € O e
> Malware protection, security |
B Online Molicious URL Blockiist & W O |
> Multipurpose
Peter Lowe’s Ad and tracking server list = W (O .
B Oon Pollock’s hosts file & W O e

> Cookie notices @4
5 €£osyList/uBO - Cookie Notices | = > W O ol Aol
£ AdGuord/uBO - Cookie Notices 17> > & @ O « ..

> Soclal widgets . ©

B Beasd 200 ot Walflodoontea A am M .

Trusted sites
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2> Sociol widgets ©
B3 EosyList - Social Widgets » W O . 1A 24
Bl AdGuord - Sociol Widgets = & O O ., '3
Fanboy - Anti-Facebook * W O . .
> Annoyances o9
B2 EasylList - Annoyances
EasyList - Chot Widgets * @& O |
B3 EosylList - Newsletter Notices & & (0 . il f

8 IR O 100 il 0t il TRAR

EasyList - Norifications ® & O 5 oo
EasyList - Other Annoyances * & ) ool 4B
AdGuord - Annoyances 4« >~ 8 O 0 e
AdGuard - Moblie App Banners = & © O
B2 AdGuard - Other Annayances * & © O 5. r i
AdGuard - Popup Overlays * & © O
AdGuard - Widgets = W 0 O o
F2 uBlock filters - Annoyances * ® ()
> Regions, languages
~ Custom o018
<= Actually Legitimate URL Shortener Tool & @& &7 (O . ' out ot
¥ Browse websites without logging in % W 1 O .
# Dandelion Sprout's Antl-Malware List ® & & O .
# Privocy Essentials & & & O
& yokoffing's click2oad filters * W 10 C 00 wwe w0 o0
AdGuard Annoyances fllter = W & 0
Anti-paywall filters * @ & O » ut 3308
Bypass Paywalls Cleon filter @ & = £ B Al I 0
Fanboy's Annoyence List & & & O 43 emmit ) of 99,44
Fonboy's Enhanced Trocking List % & [0 ) 1 Wit
HoGeZi's Light DNS Blockdist # W 151 00 - s imt oo
HaoGeZi's The World's Most Abused TLDs * W & O pamct aay 1ol BN
MVPS HOSTS = 5 O
Privocy Extended & @ T C) 0 s et v o s
Spam404 w W W O ; s vt ot
The maliclous website blocklist = & & O
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> Import. O
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+all www.google.com
images
3rd-party
inline scripts |
1st-party scripts +

3rd-party scripts +
=¥ 2 8
3rd-party frames 8 H ® Aa <P

Blocked on this page

www.google.com 17 (34%)
.. gstatic.com - Domains connected
2 out of 2

Blocked since install

C O n t ro I 35.59M (50%)

y 2 O e
Version 1.58.0
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Per-site switches

No cosmetic filtering

Cosmetic filtering” in uBO is what is known as "element hiding" in Adblock Plus (ABP), The
purpose of these filters is to hide the content of the page that cannot be blocked by network
filters.

You can easily toggle on/off cosmetic filtering for a given site:

The bodge shows the number of DOM elements that hove been hidden on 1he page.

No large media elements

The second icon is fo toggle on/off the blocking of large media elements for the current site. The
primary purpose of this feature is to save bandwidth. A side effect is to possibly speed up the
poge load,

The bodge shows the number of lorge medio elements that have been blocked on the poge

No popups

By default, popups are ollowed unless there is a filter to block them, When this setting is enabled,
all popups will be uncenditionally blocked for the current site, regardiess of filters:

The bodge shaws the number of popups that have been dosed on e doge.

No popups rules appeor as no-popups: [hostnams] true enfries in the My rules pane.

No scripting

New in L17.0

Wholly disoble JovaScript for a given site,
LE' Bl D Aa

The badge shows the approximate number of script resources that have been seen on the poge
(the number is limited to 99 because of layout constraints)

No remote fonts

You can prevent web fonts from being downloaded for the current site:

The badge shows the number of font resources that have been seen on the page.




The tools

Zap on element on the current page

Click the flash icon to enfer element 2opper mode, which allows you to interactively remove one
or more elements on the current page. Removing an element is always temporary, i, the
removed elements will be back when the poge is reloaded.

Create a filter for the current site

~

d) Note

This button will be missing when "My filters" list is disobled!

Click the eye-droppericon to enter element picker mode, which allows you fo create a filter by
interactively picking on element on a page, thus permanently removing if from the page. The
filters created through the element picker are added af the end of your own filter list in the My
fitters pane in the doshboard.

The "chat” icon opens the "Report o filter issue” form, which makes it easy to report filter issues
with specific websites to the u8lockOrigin/ulssets issue fracker.

Reporting filter issues requires o GitHub account, since uBO does not have o home server
through which reports could be sent.

The report icon is available only when uBO is enabled on a given site,

Open the logger

Click the fist icon o open the logaer in o seporate tab, This allows you to inspect real-time
network traffic within the browser.

Tip: press the st key while clicking the icon to toggle between opening the logger in o
separate window or a separate tab. uBO will remember that setfing when you open the logger
without the shirt key.

On mobile devices, the "Open the logger” icon is replaced by the "chat” icon ("Report a filter
lssue" farm), since it is more likely to be useful on small display devices. The logger con always
be opened from the Support pane in the Dashboord (Link in “Filter issues/website is broken”
section, in " The fogger is the primary tool..” sentence). If you like, you can turn it back on in
advanced settings.

Open the dashboard

Click the gears icon to open the uBO Doshboard.

O )




Dynamic filtering pane (available only to advanced users) can be toggled off/on by clicking on
the Less/More buttons:

Dynamic
Filtering

Coloured bars at left show _
proportion of filtering. o
Green=none, =all,
Yellow=some

spectrum.ieee.org

+’s show how many links. addthis com

+=1+, ++=10+ +++=100+ » adicio.com

AMAZONAWS.COM
-’s show how many blocked certona.net
-=1+m --=10+, ---=100+ cloudfiare.com

(for dynamic filtering only) cloudfiare.net

crazyegg.com

deScubwmiGhOp. cloudfront.net

Dec i eee 0ra

disqus.com

disqus.map.fastlyib net



?ﬁ@@Dynarﬁically Filtering Websitesw%

Dynamic filtering rules overrides static filtering.

This means a block dynamic rule will override any existing allow static filters. Thismeansyoucon W Left column creates/deletes global rules
block with 100% certainty using dynamic filtering rules. Similarly, an alfow dynamic filtering rule ~ J Rig ht column creates/deletes rules for current
will override any existing block static filters, i.e. you can allow with 100% certainty with dynamic website
filtering (useful to un-break sites broken by some static filters). o) Click left side of a column to block(red), right
side to allow(green).
¥ Click middle for “no-op” rules.

Light gray=no rule

Dark grey=do not apply dynamic rules

3rd-party scripts

3rd-party frames -

leee.org

As you can see, you can crecte dynamic filtering rules for resource types, or hostnomes
according to their origin.

spectrum.ieee.org

S The color of an entry indicates whether oll requests were blocked (reddish), all requests were
aliowed (greenish), or some were blocked some were allowed (yellowish). addthis.com

adiclo.com




Saving changes

All dynamic rules are temporary by default: Click the padlock if you want to persist the ruleset
for a specific website.

ectrum leee.org

L

e The padlock will be visible if and only if there is at least one temporary rule in the pane

e This is really the optimal way to use dynamic filtering, as using this feature is often a matter
of trial and error

e This prevents ruleset pollution: your ruleset will be only those rules which you will have
explicitly persisted

e If you ctri -click to set/unset a rule, it will be immediately persisted ( command = -click on Mac)




My
Rules

o

Settings

Filter lists

My filters

List of your dynamic filtering rules.
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X Export to file..

Permanent rules

= Revert

My rules

Trusted sites

|

€ Commit

ot e - A

-csp-reports: * true
-large-media: behind-the-scene false

-strict-blocking:
-strict-blocking:
-strict-blocking:
-strict-blocking:
-strict-blocking:
-strict-blocking:
-strict-blocking:
-strict-blocking:
-strict-blocking:

701c.org * noop

m.bell.ca true

www.ccleaner.com true
ablink.offers.checkout5l.com true
www.google.com true
max.kellermann.name true

www . kqzyfj.com true
link.sbstck.com true
links.strava.com true

www ., youtube.com true

www.701c.org * noop
akamaiedge.net * noop

alibaba.com * noop
alicdn.com * noop
alterna.ca * noop
www.alterna.ca * noop
amazon.ca * noop
amazon.com * noop
amd.com * noop

ani _TR1Q121170 ue nact+ 1 Alh amavanauns ram ¥ nann

no

no-
no-
no-
no-

no

no-

¥ OMH O OE M K M K K K K XD

-csp-reports: * true

large-media: behind-the-scene false
strict-blocking:
strict-blocking:
strict-blocking:
-strict-blocking:
strict-blocking:
-strict-blocking:
-strict-blocking:
-strict-blocking:
-strict-blocking:

701c.org * noop

www.701c.org * noop
akamaiedge.net * noop

Support

About

Temporary rules

& Import from file.. [

m.bell.ca true
www.ccleaner.com true
ablink.offers.checkout5l.com
www.google.com true
max.kellermann.name true

www . kqzyfj.com true
link.shstck.com true
links.strava.com true

www . youtube.com true

alibaba.com * noop
alicdn.com * noop
alterna.ca * noop
www.alterna.ca * noop
amazon.ca * noop
amazon.com * noop

amd.com * noop
ani_TE1A121172 ue nact+ 1 Alh amazanaus Aam ¥ n



[ ]
S I t e S — uBlock Origin has prevented the following page from loading:

https://adsterra.com/

C a n Because of the following filter:

| |adsterra.com™

proceed o

HaGeZi's Light DNS Blocklist &

[] Don't warn me again about this site

o 5
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?@@0 Blockmg website elements

On some websites, you

want to block extra cruft,

either ads or just junk
you NEVER want to see
ever again on that
website

Take for example the
right column on this
website:
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America Reports

Qa
Pay TV Login Required

Open Link in New Tab

Making Money with Ch  Open Link in New Container Tab >
Pay TV Login Required

Open Link in New Window

Open Link in New Private Window

FOX Fox Nation

NATION  gybscription Required

Bookmark Link...

Save Link As...
FOX Weather

Right click in the
element you want to N e

FOX Across America w
Failla Search DuckDuckGo for “America Reports..."

block

Search in a Private Window

Inspect Accessibility Properties

Inspect (Q)

Choose “Block Element” . :

Copy clean link

near the bottom A >

H OR code from link
Malwarebytes Browser Guard >
DownThemAll! >
To Google Translate >

Copy Clean Link Location

e NP a P g

SingleFile >
Zoom Page WE >
Add Domain/Expression Menu >

w  Block element...

Flagfox >




@ America Reports
g...,',,',s.\ Pay TV Login Required a
Making Money with Charles Payne

The nested elements in e :
enclosure order are listed and FOX Fostoton .
appear in a list below

fita FOX Weather
Free to Watch

FOX Across America w/ Jimmy
fews'  Failla

Click them in turn to see what ™ ==
gets hilited in red. The red

hilite will keep expanding. _
You will have to click the
previous entry when it gets

too big. E—
g Pick Preview

Cosmetic filters
##[href="https://www. foxbusiness.com/#&_ intcmp=fnhprr_watch_fb |

[

X

When the right Stuff iS z{ézcked.:t_m:chedute-item

h o 1 o t d 1 o k th C t ##.has-live-stream.promo-watch-live
##div.sidebar-panel:nth-of-type(1)

]. ]. e ) C ]-C e rea e ##.sidebar-columns

##_sticky-area.sticky-region
tt O n ##.sidebar-primary.desktop-sm-min.desktop.sidebar

##.region-content-sidebar
##.page
Hthurannar uwra
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Voila!
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ﬁﬁ B I O C kS o Settings Filter lists My filters

« Apply changes O Revert & Impor:
St O re d h e re Do not add filters from untrusted sources.

Enable my custom filters

For editing or
deleting as

[} Allow custom filters requiring trust

rm
. Y | A v
reqUIred 20/ v 2UZ44-U5-2Z1L NTLPS I/ /WWwW.5peeldygLdss. Cd
508 www.speedyglass.ca##.slide.center.bottom.bar
509

510 |! 2024-04-20 https://torontolife.com
511 torontolife.com##.sjmnmm-container

512

513 I Jun 26, 2024 https://www.foxnews.com

514  www.foxnews.com##.sidebar-primary.desktop-sm-
518
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Summary

uBlock Origin is a useful tool for
managing your web surfing
Safety
Speed
Quietness

&

>



Thanks,
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http://bit.ly/2PfT4lq
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