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m Avoiding scams amagon-ca

* Amazon Canada frequently used by scammers
— your account will be suspended
— you need to update your account
— click here to ...

* You can verify if an email is legit by checking Amazon
Message Centre



Sign into your account
. Hello, Chris Returns

B EN. JAccount & Lists } & Orders -\.—./Cart

Who's shopping? Select Manage Profiles »

Your Lists Your Account

Your Account | =
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Your Account
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All » Search Amazon.ca il Chts

Your messages

Your Messages

View or respond to messages
from Amazon, Sellers and Buyers

Returns

amazon .

Your account~Message centre

© Népean K2G 1S Account & Lists -

bt All Messages Buyer/Seller Messages

Sent Messages Stay safe by learning to identify and avoid impersonation scams.
Thank you for reviewing VSGO Electronic Air Blow... on Amazon
Your Order with Amazon.ca
Thank you for reviewing SmallRig EN-EL15C USB-C _. on Amazon

Your Amazon.ca order of 1 item has been shipped
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Reducing JPG file sizes
using Irfanview and RIOT

&% parrotl jpg - 900x500 px @ 24bit JPEG - a *
File Edit View Tools Help

Sa 0% a B . T

Open.. Save Batch | About Auto, suggest format ‘

Initial image: 4.08 MiB Optimized image 90.46 KiB

o

) - -
@ rec | @oene @ oF

., Encoding
Quality: | ¢ Y Lol b ~
() Standard optimized
Chroma subsamphing: Medium {4:2:0) v @) Progressive

JPEG Options Metadata Image adjustments
Zoom 655 Optimized: 24 bit JPEG image

Tom Trottier




S 52 Why is BitDefender blocking?

* Whenever I open Edge
— BitDefender says it blocked multiple dangerous sites
— only happens when I open it, not during browsing

@ Suspicious connection blocked A
NOw

Feature: Online Threat Prevention

msedge.exe attempted to establish a connection relying on an expired certificate to deff.nelreports.net. We
blocked the connection to keep your data safe since websites must renew their certificates with a certification
authority to stay current, and outdated security certificates represent a risk.

Bea Ault




* Certificate used for encypting data between you and

server
* Not necessarily indication of a real problem

@ Suspicious connection blocked A

NOW

Feature: Online Threat Prevention

msedge.exe attempted to establish a connection relying on aﬂ[expiset:é certificate to c?eff.nelrepnﬁs.ﬁetjlﬁfe
blocked the connection to keep your data safe since websites must renew their certiicates with a certification
authority to stay current, and outdated security certificates represent a risk.

Bea Ault




 Start page seems to be issue

* New problem > what changed?

* Maybe something changed start page

2 HOME - Ottav, X

& O ] https://opcug.ca A W = @'n a3
(3 New tab Cerls T
B New window Ctrls

2 New InPrivate window Crl+shit
Zoom — 100%

v Favourites
& History
& Downloads
B Apps

{3 Extensions
% Browser essentials
& Print

(& Web capture

Cul+pP

Ctrl4 Shift+S

Cuel+F

§83 Settings NS

Help and feedback »

= Settings .

Look for something here

change to what you want or

» set to Open the new tab page

(O When Microsoft Edge starts

0 Open the new tab page

Open tabs from the previous session

Open these pages:
Pages

Clear the list and set it to all currently open tabs

Add a new page

Use all open tabs




* Extension may have changed
start page

= Extensions
);_2 HOME - Ottawa PC Users' Group X

A Kk @ Gla
, G Personalise your browser with eensions
Extensions " ‘ Extensions are simple tools that customiseour browser

experience and offer you more control. Learr\pore

Disable extensions one-by-one
« see if problem goes away

l Q  Search installed extension%

: F@ Print Friendly & PDF & -
@, uBlock Origin Q) Installed extensions
a

-

{'3 Manage extensions From Microsoft Edge Add-ons Store

P—
« ¥
Open Microsoft Edge Add-ons 1‘3 Avira Safe Shopping Y
Safe and Private Shopping

G

DEtaII
Print Frlendly & PDF [ o]
Convert 2oy ab page into PDF / PrintFriendly format

/ e

@ uBlock Ongm 0
_———- Finally, 2 blocker, Easy on CPU and memory
> a Details
While you are there

*  Remove any extensions you don’t need

From other sources

Bj Google Docs Offline c
We have readily installed this extension to help optimise your Google Docs exp
2 AL P oF y 9 f
Details fj Remove S—




 If previous two possibilities not the solution

* May want to reset browser

OpCUg.ca

HOME - Ot X

) New tab

£ New window

2 New InPrivate window

Zoam
8 Favoumes
) Mistory
Downloads
Apps
Extensions

L
]
G
& Browser evsentialy
S
o
a

l 83 Settings B
Halp and feedback

* & g c o]«

MisThif

Settings

Reset settings

Q, Search settings

l Restore settings to their default values > I

& Profiles
) Privacy, search, and services
Appearance

(D sidebar

[B start, home, and new tabs
& Share, copy and paste

@ Cookies and site permissions,
fe Default browser
L Downloads
é’g% Family safety
At Languages

@ Printers

off and performance

[1_phane and ather devices

Note: different browsers may
remove different items!

Reset settings

This will reset your start-up page, new tab page, search
engine, and pinned tabs. It will also turn off all
extensions and clear temporary data like cookies, Your
favourites, history and saved passwords will not be
cleared.




* Only two extensions
— BitDefender
— Google Docs

* Removed Google Docs extension

 Problem solved!

- Bea Ault
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@ Suspicious connection blocked A
NOow

Feature: Online Threat Prevention

msedge.exe attempted to establish a connection relying on ;aﬂ[expif@c:i% certificate to deﬁ.nelrepnﬁs.neijhﬁe
blocked the connection to keep your data safe since websites must renew their certificates with a certification
authority to stay current, and outdated secunty certificates represent a nisk.

* Googled

— google docs extension deff.nelreports.net

* Microsoft's Answers forum

Smeed Replied on November 15, 2023

MS employee Eric Lawrence (ericlaw)
posted here:

"*.nelreports.net (s a Microsoft domatin. Several certificates used on the subdomains of this domain expired
last week.
Your securtty software (s just announcing "Hey, this certificate is bad", a fact that the browser already was

determining on its own, and to which it responds by not connecting to the server in question. The security
software provides a redundant warning -- the browser will not use connections with expired or invalid

certificates.

The relevant team has been notified about the certificate expiration and will correct the issue.”




m T-FORCE SSD’s

* Team Group is a Taiwanese company
* They have good prices on SSD’s

 Retailers such as Newegg usually
have their stuff in stock

e.g. 4TB SATA 3 SSD for $199
(Cyber Monday sale)

Cyber Monday Deal

(20} 6-.‘-
@9 reamcrour
Team Group QX 2.5" 4TB
SATA 11l 3D NAND Internal
Solid State Drive (SSD)...

+ $10 off w/ promo code

C3BFCY2Z253, limited offer

$199°
($0.05/GB) ©

FREE SHIPPING from Canada

https://www.teamgroupinc.com/en/product-brand/ssd/T-FORCE/

Stewart Bruce




Spot that fake USB drive

“. Gibson Research Corporation - security G &Y

| Home v | SpinRite v | Services v | Freeware vy | Research v | Other v |

4 ValiDrive

Quickly spot-check any USB mass storage drive
for fraudulent deliberately missing storage.

% ValiDrive

' ValiDrive

GOPWQ"!“G] 2023 Glbscin'ﬂgsea;éh Cﬂfpotat;on 1 '._:“_-"" “ v‘{ B 1

ValiDrive v1.0.1

Quickly spot-check any USB-connected mass
storage drive for read/write errors and fraud.

Serge-Erik Thériault https://www.grc.com/validrive.htm




ﬂ..:". (ibson Research Corporation

With Great Pride, Gibson Research Corporation Offers:

For two decades, the PC industry's #1 mass storage data recovery & maintenance
software . . . NOW compatible with NTFS, Linux, and all other file systems.

Shields P11

Port Authority Edition — Internet Vulnerability Profiling

by Steve Gibson, Gibson Research Corporation.




m Fantastic flash drive prices!

\ v

* Amazon Canada

170 USS Plaah Ovive Watergeoa!

& wrrh Deve S
1TH USS Flash Drivrs Metal Thaenl owery SAh Portatae Tinm® [ 1% U Sariy, Mrtal U250
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HOvive 1000GE with Keychaln YELEIA (00 e ol
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* eBay Canada |

nal Storage Memaory Stlok P3ASCA

https://opcug.ca/qa_recordings/20220105_PowerPoint.pdf



[ purchased 12 inexpensive 1 & 2 terabyte
thumb drives from Amazon... and every
one of them was a bogus fraudulent
drive

Steve Gibson




& ValiDrive — 4

_, aliDrive 3
.‘ Copyright [] 2023, Gibzon Research Corporation w101
~

ValiDrive v1.0.1

Quickly spot-check any USB-connected mass
storage drive for read/write errors and fraud.

What is ValiDrive?

ValiDrive conducts a data preserving, 576-region spot-check to test the
readability, writability, and true storage presence of any drive of any size
connected to any Windows' USE port.

Why was this created?

During the development of SpinRite v6.1, (GRC's premier mass storage
maintenance and data recovery system), we detected that fraudulent and sub-
standard quality USB flash drives had become a real problem. These “no brand”  «

Copy Save Check LUSE Drive E xit




1 alidated M Read Emor Write Error M Mo Storage 7 Walidated M Read Error Write Error M Mo Storage

[ ] Monochrome Map [] Monochrome Map




sanDisk
Ultra Fit..

USR 3.2 Gen 1 Flash Drive

* Instant plug-and-stay storage

« Transfer a full-length movie in
less than 30 seconds’

« Password-protect your files*

SPEEDS UP TO

130785




v | 0 2 Search USE Dirive (E:)

This PC » LISE Drive (E)

~ USE Drive (E:) Properties x
A [] Mame Date modified Size =
. B Install SanDisk Software.dmg 2021-09-23 2:01 PM 540 KB eners’ Mty g T mugl s i e YR e
“w Install SanDisk Software.exe 2021-09-23 2:02 PM 691 KB | |
E SanDisk Software.pdf 2021-09-23 2:01 PM 204 KB e T

Type: USE Drive
File system: FAT32

. Used space: 1,654,784 bytes 1.57 MB

. Free space: 30,767,382,528 bytes 28.6 GB

Capacdity: 30,769,037,312 bytes 28,6 GB
Drive E:

K | | Cancel Apply




& ValiDrive — ¥

‘ aliDrive 3
.' Copyright [c] 2023, Gibzon Research Corporation w].0.1

ValiDrive v1.0.1

Quickly spot-check any USB-connected mass
storage drive for read/write errors and fraud.

What is ValiDrive?

ValiDrive conducts a data preserving, 576-region spot-check to test the
readability, writability, and true storage presence of any drive of any size
connected to any Windows' USB port.

Why was this created?

During the development of SpinRite v6.1, (GRC's premier mass storage
maintenance and data recovery system), we detected that fraudulent and sub-
standard quality USBE flash drives had become a real problem. These “no brand” ~

Copy Save ( Check USB Drive ] Euit

\ J




Drive's Declared Size
62,226,694,144 (62.2GB)

Windowg Drive \ etter(s)

ValiDrive has detected the connection of this USEB drive and
15 ready to perform a quick non-destructive 576-point spot-
check validation of this drive’s declared storage space.

Walidate THIS dive Lloze
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= validated M Read Error - WwWnike Error M Mo Storage

Monochrome Map Cloze




& ValiDrive

Report #1

test date and time 11/24/2023 at 744 AM

declared drive size 62 226 694 144 (62 2GEB)

validated drive size 62 226 694 144 (62 2GB)

highest valid region 62 226 694 144 (62 2GB)

hub or drive vendor realsil
hub or drive product rtsuerluni
serial number 0000

Copy

Clear Check USE Drive

E =it




W Validated B Read Errar U Wrike Errar B Mo Storage
performance details

read write
samples 1,152 1,152
MINIMUMm 367 655
Maximum 789 6,431
average 452 946
median 449 876
std dev 47 517
variance 0.104 0.547
total time 521,585 1,090,055
percent 32.36% 67 .064%

time measurements in microseconds

Copy Save Clear Check USE Drive E it




J;\.

4  valiDrive

To introduce the drive you wish to validate:

* [f the USB drive 1s currently inserted, physically
remove it from the computer and wait a few
moments for its removal to be recognized, then...

* [nsert the USB drive you wish to have validated and

walt a few moments for the drive to be recognized.
This screen will advance once the USEB drive has

been registered by Windows.

M onachrome Map Cloze




Drive's Declared Size
30,784,094 208 (30.8GB)

Windows Drive Letter(s)
E:
ValiDrive has detected the connection of this USB drive and

15 ready to perform a guick non-destructive 576-point spot-
check valdation of this drive’s declared storage space.

Walidate THIS drive Cloze
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= Validated B Read Errar - WwWnike Errar M Mo Storage

Monachrome Map Cloze




ValiDrive

Report #1
| test date and time 12023-11-24 at 11:41 AM
| declared drive size 162,914,560,000 (62.9GB)
. validated drive size 62, 914 560 000 (62.9GB)
highest valid region 162, 914 560 000 (62.9GB)

“good” flash drive

' hub or drive vendor | generic
hub or drive product | flash_disk
serial number f006d2b46fd3cfe9

T

S EEEReaRRsificceassnEsouRaRREE .

B e ...but sloooow on writes
JiEEiiER SR ER R R AR AR R R R R AN . .
et * 8 sec average write operation

W Validated M Read Emor © Write Error M No Storage
performance details

‘ ‘ read A write |
| samples | 1,152 1,152
minimum | 1,181
maximum | 76, 936 . . .
average | 23,720 Total write time over 78 minutes
median _ 3,152
| std dev . 23,185
| variance | 0.977
totaltime | 27,326,403 =
percent , 0.29%
time measurements in microseconds

Copy Save Clear Check USB Drive Exit




«. ValiDrive — X

7 7 .
Report #1 A “bad” flash drive
test date and time 2023-11-24 at 1:22 PM
declared drive size 62,914,560,000 (62.9GB)
validated drive size validation did not complete
highest valid region 6,783,832,064 (6.78GB)
hub or drive vendor generic
hub or drive product flash_disk . . .
serial number f013ae88f7dec2t * This seems to just be a bad drive
E g .
. * Fraudulent drives more likely to
show a solid set of blocks at start
Validated followed by the rest
of the drive No Storage
W Yalidated M Read Emor \Write Error M No Storage
performance details
read write
samples 27 4
minimum 3,437 2,414
maximum | 267,002 184,319
average 203,141 47,902
median 260,318 2,415
std dev 97,813 78,760
variance 0.482 1.644
total time 5,484,817 191,608
percent 96.62% 3.38%
time measurements in microseconds
Copy Save Clear Check USB Drive E xit
S -4




Follow Up Nyt 50 fast!

m Can We Speed Up An Old
Windows Computer?

* Question from a member “My laptop... takes a
while to open and most of the time it goes in a b
circle... SOlutIOl‘l

. Comrw/.m My Windows laptop is

Gslow
\

So, what can we do to
~ speed up such machines?

* 7 SCrews
* 1 Samsung 870 250 GB SSD

...plus a fresh install of Windows 10, BUT...
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Next, look for Libraries on the left sidebar, right click, then choose "Restore

default libraries”. If your libraries have been restored, then you’re done. If not,

move on to method #2.
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https:y//www.hongkiat.com/blog/restore-default-libraries-windows/
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W|naer° Home Windows 1 « Windows 10

At the edge of tweaking

Restore Default Settings of Library in
Windows 10

Read time: 3 minutes

Skip to content

Restore Default Settings of Library in Windows 10

With Windows 7, Microsoft has introduced Libraries: a wonderful feature of the
Explorer shell, that allows you to group multiple folders in a single view, even if
they are located on different volumes. Searching through Libraries is also very
fast, because Windows performs indexing of all locations which are included
inside a Library. In this article, we will review how to completely restore the
default settings of a library in Windows 10.

https://winaero.com/restore-default-settings-library-windows-10/
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