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b PowerToys

O

22 utilities that add functionality to Windows
v0.73.0 released 2023-08-31

— lots of bug fixes and enhancements to existing toys
— new PowerToy Crop and Lock

If you already have the PowerToys installed

— double-click the system tray icon
— on the General tab, click Check for updates

If you don’t have the PowerToys installed

— https:/ /github.com/microsoft/ PowerToys/releases/
- in latest release (at top)
- choose the link next to Machine wide - x64 to download/install
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Select part of a program window
Display in a smaller window that is always on top

Two modes for the captured window
Thumbnail

- can’t interact with the captured application window
- changes within the application window will display

Reparent
— sometimes interact with program in captured window
- scroll vertically in captured window using mouse wheel
- no way to scroll horizontally
- edit, select visible menu options, copy to clipboard...

— experimental...may cause issues with some applications



¢ Working on a document
* need info from a website

L Directory Opus: the Ultimate
5r) Windows Explorer Replacement A
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Press hotkey for Crop & Lock’s reparent option |
* drag bounding box around what I want captured




| Directory Opus: the Ultimate Windows Explorer

For immediate rejegse
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The Ottawa PC Users’ Group (OPCUG) invites the public 1o participate
in its upcoming anline presentation Directory Opus: the Ultimate
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Captured Wmdow can be moved

Use mouse wheel to scroll content in captured window

« switch focus to Word in order to edit
captured window remains on top

- @ oup (OPCUG) invites the public to participate
inits upoornmg onhne presentation Directory Opus: the Ultimate

{cers helping users

for over 40 years

September 13,

This meeting will be via Zoom vides conflerence
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in its upcoming online presentzation Directory Opus: the Ultimate
Windows Explorer Replacement at the Wednesday, September 13"
general meeting.

Windows File Explorer—uwith its basic cne-pane interface—allows us
ta perform a number of operations on files and directories, sure. But
what if you could have an Explorer replacement that you could easily
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Great when you have some text showing in a program that
you want to refer to while working in another program

Significant issues with this initial release
Thumbnail mode generally most stable

— displays properly, but no interaction with captured program

Reparent mode more functional...and more problematic

— some Windows Store apps don’t display properly at all

— some programs allow interaction (editing, selecting menus, etc.)
- some programs become confused...stop being interactable

[ hope this will improve over time

— horizontal scrolling

— more reliable interaction with program in captured window

— ability to resize captured window



m Photo editing with Photoscape X

Part 2 - Lighting adjustments

Part 3 - Editing tools (e.g. spot healing,
soften skin, red eye)

Part 4 - Masking




m BleachBit

2 BleachBit

Home Download Features Contribute Shop Help Forums Press Center Search

* Quickly free disk space

* Clear cache, cookies, Internet history, logs, and
junk you didn’t even know was there!

* Includes advanced features such as shredding files
and wiping free disk space

* Designed for Linux and Windows systems

Better than free, BleachBit is open source

https://www.bleachbit.org



Site is full of ads
o —— i avoid downloading
“ BleachBit the wrong software!

Acrebat Pro Hamw Downland Frustions Cootribute Shop Hulp i

Acrobat’s
gotit.

Clean Your System and Free Disk Space

DOWNLOAD

Hint! None
of these!

2 Easy Steps:
1 Ches "Download'
2. Mo Proteciec Path Caenscn

2 Eway Steps
DOWNLOAD ! Ok ‘Downlnad
7 A&dd Sate Vrowte Btansnn
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2. BleachBit

Home [ Download ] Features Contribute Shop

Download BleachBit for Windows

Download
Now

@ This is not it either!!!

For windows 10, 11 32/64 bit




2. BleachBit

Home [ Download ] Features Contribute Shop

Download BleachBit for Windows

Download

Now

For windows 10, 11 32/64 bit _ ThiS iS not it either!!!

X [
Installation package
Download the latest BleachBit installation packages for:

s Linux

- 4 Scroll down to this tiny link




Download BleachBit 4.4.2 for Microsoft Windows (32-bit and 64-bit):

-[ BleachBit installer .exe: best option for most |IIEEI|ZI|.E]
» BleachBit portable: official portable distribution. Run BleachBit without installation.

C @ 7B www.bleachbit.org/download/file/t =[] »
Download “BleachBit-4.4.2-setup.exe”?
E' : I\I [ File Name: BleachBit-4.4.2-setup.exe ]
ot eac ale iz 1 o7 pap
Host: download.bleachbit.org
Location: D:\original
Home Download Features Press

Always Save Files to Default Download Location

Save Save As.., Open Cancel

Download file

The file BleachBit-4.4.2-setup.exe is the BleachBit installer for Windows. The download will start in 3 moment.



A O Preview of Clean JA t BleachBit

v Deep scan
.DS _Store
Backup files
Temporary files
Thumbs.db
VIM swap files across system
VIM swap files under user profile

¥ Firefox
Backup files
Cache
Cookies
Crash reports
DOM Storage
Form history
Passwords
Session restore
Site preferences
URL history
Vacuum

¥ Flash Player
Cache

Cookies




a ) Preview ‘. Clean JA t BleachBit

Shred Files I

Shred Paths from Clipboard
General Custom Drives Whitelist

Wipe Free Space
Make Chaff - ¥ Check periodically for software updates via the Internet

Shred Setth A Ohyii
e ClRgS.ANd.LAI Check for new beta releases

Preferences Download and update cleaners from community (winapp2.ini)

Y et v’ Hide irrelevant cleaners

Help
About BleachBit

Overwrite contents of files to prevent recovery

Exit after cleaning

DOM Storage v Confirm before delete

Form history Use IEC sizes (1 KiB = 1024 bytes) instead of SI (1 kB = 1000 bytes)

Passwords Wlindavae 10 thama

Session restore v’ Dark mode

Site preferences
URL history

Vacuum

v Rememher window oz ometry

Show debug messages

¥ Flash Player
Cache

Cookies
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= ‘ ‘ Q. Preview | 7 Clean BleachBit - o X

The update information does not parse: b"\xc2B\x00\x801\xad\x99\x7f\xa3:\xf5w
\x97d\xb9\xa8th\x9f)\xac\x93\x03\xb7\xe3M\xbfE\x99\x07\x16xX\x06\x01E,\xb9

v Deep scan

PS5t I Bd9\b6bB\Xd2HVAKdb\xd7~ T\bbl\B4# \ceg\xTfxa3\wb T\xba\x9fxBco~\xdd|
Backup files J \xadv|\xf3\xebmH\xa56q\x8c#\xad &g\xfa\xb5z\xfe\x 1e\xfB8t\xa2\xd 9\xfd\xb2[\xcf
Temporary files CJ W7fn\xb7\xd3uTMwebVixa3\xec\x9c\xf5G~o\xe3\xf1\xf2=\xcd\x83'w7f\xaa\x81

Thurbsdb = \x80p@\x1c\x88\xcb\xdf\xc3\xef[vixfd\xe 1\x84\xb4\x9es T\xcd.\x95\x9aZ\xacX\x8d

\x1d\xc9\xbcVnjPsb\xedT@\xa9" \x05/A\x9c\rSi\xd 8% \x02C\x85 H-\xf7\xd4S\xc2\x14
\x90\x9b\x1bN\x15c\xc6\x08!'\x93N\x8f\x8c\xb5\xab\x17qA\xaa‘\x94\xb 5\xe7\x1e)\x96
\xae\x05\xeb\xd3f\xa5;\xe7\x83_\xf6\xbb\xdI\xfd\xb2[\xb7\xa3&\x9c\xba\x0c\x04
\x04\x03\xcd\x01g\xfc\xfc\x9e\x1a\xaeW ,%\xcd\xdcJ\n\xad\x16i\xdcb @\xe5\x10\x93

| ) O OO O e e

VIM swap files across system

VIM swap files under user profile |

¥ Hirefo | \xcSxac\x90\OAL\cS\xc\b5\xa3[xI7NP \x91\x91\x08I@\xce5\x03\xb 1)Q\xec
Backup files ) \xc/\xda\xbb\xab@n\xad6\xd3\x02\xd 5\xc 1\x04\xb2\x96X\xa8\xb6\x 1e*\x95\x0ed
Ciich C \x1eS@\xca\xb0\xd3\xfdd|\xf3\xeb\x06"
y = Traceback (most recent call last):
Cookies = File "bleachbit\Update.pyo", line 165, in check_updates
Crash reports J File "xmN\dom\minidom.pyo", line 1970, in parseString
File "xm\dom\expatbuilder.pyo”, line 925, in parseString
DOM Sorage - File "xmhdom\expatbuilder pyo", line 223, in parseString
Form history =) xml.parsers.expat.ExpatError: not well-formed (invalid token): line 1, column 0
Passwords =

Session restore

Site preferences
URL history
Vacuum

We need to check
some boxes

OO 2O D) e e ) el el

¥ Fash Player
Cache

Cookies




Yo X

Warning regarding System - Free disk space:

This option is very slow.

OK Cancel

i(

Warning regarding Thunderbird - Index:

Deleting the index will reset the configuration of columns in
the message list

oK Cancel




E ‘ ) Qi Preview | 7 Clean | ® Abort BleachBit - o

» Deep scan L Svst
» Firefox ) y em
- The system in general
» Flash Player J
» Internet Explorer U
b MicrosoR Edae 0 Clipboard: The desktop environment's clipboard used for copy and paste
9 o= operations
» Microsoft Office L
» Opera L) Custom: Delete user-specified files and folders
|
v::Skype = [ Free disk space: Overwrite free disk space to hide deleted files ]
v System )
Clipboard v Logs: Delete the logs
v
Clstom ~ Memory dump: Delete the file
Free disk space s}
Logs v MUICache: Delete the cache
Memory dump l“:ﬁ Prefetch: Delete the cache
MUICache T4
Prefetch (W Recycle bin: Empty the recycle bin
Recycle bin '-_-'A Temporary files: Delete the temporary files
Temporary files v
Update uninstallers 7 Update uninstallers: Delete uninstallers for Microsoft updates including
- hotfixes, service packs, and Internet Explorer updates
» TeamViewer )
» Thunderbird CJ
» Windows Defender L




Disable the following options:

System
— Free disk space (shreds free space)

Thunderbird
- Index (resets message column configurations)
— Passwords ( deletes saved passwords)

Windows Explorer
- Shellbags (resets position of desktop icons)

JAN

BleachBit will change the filesystem
- Make a backup disk image




=) ‘ ) Qi Preview | 7 Clean | ® Abort ‘ BleachBit - o X
» Deep scan L -
Riheon

LA . A A A . A A A 4

Backup files
Cache
Cookies
Crash reports
DOM Storage
Form history
Passwords
Session restore
Site preferences
URL history
Vacuum
Flash Player
Internet Explorer
Microsoft Edge
Microsoft Office
Opera
Skype
System
TeamViewer
Thunderbird

Windows Defender
Windnwe Evnlnrar

VRO QR KRR

PO ) ) ) ) ) ) e e el

Backup files: Delete the backup files
Cache: Delete the cache

Cookies: Delete cookies, which contain information such as web site
preferences, authentication, and tracking identification

Crash reports: Delete the files
DOM Storage: Delete HTMLS cookies
Form history: A history of forms entered in web sites and in the Search bar

Passwords: A database of usernames and passwords as well as a list of sites
that should not store passwords

Session restore: Loads the initial session after the browser closes or crashes
Site preferences: Settings for individual sites
URL history: List of visited web pages

Vacuum: Clean database fragmentation to reduce space and improve speed
without removing any data




r Home

|:i", d a setting

Apps

i=  Apps & features
s=r Default apps

M@ Offline maps

1 Apps for websites

R Video playback

Apps & features

RECREEERBBS

Everything 1.4.1.1022 (x64)

FastStone Image Viewer 7.7

Feedback Hub
Microsoft Corporation

FFmpeg (Windows) for Audacity version 2.2.2

File Shredder 2.5

FileZilla 3.65.0

Films & TV

Microsoft Corporation

Food & Drink
Microsoft Corporation

FreeFileSync

3.00 MB

2022-10-15

2022-12-28

1.28 MB
2023-06-02

29.4 MB
2020-09-10

6.04 MB
2014-12-14

42.7 MB
2023-07-26

14.4 MB
2023-04-29

16.0 KB
2016-08-22

51.9 MB
2023-01-22

Firefox is not installed !




Preview fil

3
‘ QL Preview ‘ I”CIean

&

@ Abort

es in the selected operations (witho

Flash Player
Internet Explorer
Microsoft Edge
Microsoft Office
Opera

Skype

v System
Clipboard
Custom

v v Vv vV v W

Free disk space s}

Logs
Memory dump
MUICache
Prefetch
Recycle bin
Temporary files
Update uninstallers
» TeamViewer
» Thunderbird
» Windows Defender

ut deleting any files)

v 1.39GB
v
v
v 26.2MB
v
)
v 47MB
4
v 447.5MB
v 915.2MB

BleachBit - o X

S ————————— |
Delete 0B C:\WINDOWS\SoftwareDistribution\DataStore

Delete 0B CA\WINDOWS\SoftwareDistribution\Download

Delete 0B CA\WINDOWS\SoftwareDistribution\EventCache.v2

Delete 0B CA\WINDOWS\SoftwareDistribution\PostRebootEventCache.V2
Delete 0B CA\WINDOWS\SoftwareDistribution\SLS

Delete 596.5kB C:A\WINDOWS\SoftwareDistribution\ReportingEvents.log
Delete 0B CA\WINDOWS\SoftwareDistribution

Delete 196.6kB C:A\WINDOWS\system32\catroot2
\{127D0A1D-4EF2-11D1-8608-00C04FC295EE}\catdb

Delete 16.4kB C:\WINDOWS\system32\catroot2
\{127D0A1D-4EF2-11D1-8608-00C04FC295EE}\catdb.jfm

Delete 49.3MB C:\WINDOWS\system32\catroot2
\{F750E6C3-38EE-11D1-85E5-00C04FC295EE}\catdb

Delete 16.4kB CA\WINDOWS\system32\catroot2
\{F750E6C3-38EE-11D1-85E5-00CP4FC295EE\catdb.jfm

Delete 0B CA\WINDOWS\system32\catroot2
\{127D0A1D-4EF2-11D1-8608-00C04FC295EE}

Delete 0B C:A\WINDOWS\system32\catroot2
\{F750E6C3-38EE-11D1-85E5-00C04FC295EE}

Delete 80.4kB CAWINDOWS\system32\catroot2\dberr.txt

Delete 8.2kB C:A\WINDOWS\system32\catroot2

net start cryptsvc 7B

net start bits ?B

Disk space to be recovered: 1.39GB
Files to be deleted: 4010
Special operations: 6




(

=) ‘ QPrevi*v & Clean | @ BleachBit - o X
Update un ¥T915.ZMB

64.3kB Delete 335.7kB CA\WINDOWS\Temp\MpCmdRun.log

Delete 4.3kB C:\Users\admin\AppData\Local\Microsoft\Internet Explorer
\brndlog.bak

6.7MB Delete 8.2kB C:\Users\admin\AppData\Local\Packages
\Microsoft.SkypeApp_kzf8qxf38zg5c\LocalState\Tracing\WPPMedia

~ TeamViewer

Logs

Most recently used
* Thunderbird

AR RN AR CAN Y

Cache 62MB |\ unknown_MediaStackETW-2018.49.1.5-UVA-x64release-U.etlbak
Cookies 524.3kB Delete 12.7kB C:\Users\admin\AppData\Local\Vivaldi\User Data\Default
Index = \AdBlockState.bak
Pissue @ Delete 113.8kB C\Users\admin\AppData\Local\Vivaldi\User Data\Default
) —| % Delete confirmation .
Session restore L \Local\Vivaldi\User Data\Default
Vactium 4 Are you sure you want to permanently delete files
: 4 2ccording to the selected operations? The actual ta\local\Vivaldi\User Data\Default
* Windows Defender [: files that will be deleted may have changed since
Backup files ¥ you ran the preview. \Local\Vivaldi\User Data\Snapshots
History (4 ns.bak
\Local\Vivaldi\User Data\Snapshots
Logs @ ons.bak
Quarantine A \Local\Vivaldi\User Data\Snapshots
Temporary files “ ‘ Delee || Gancel ’ ns.bak
i TABRE T : ta\Roaming\Opera Software\Opera
~ Windows Explorer ¥ 18.1MB Stable\Bookmarks bak
(v

Most recently used ' Delete 940B C:\Users\admin\AppData\Roaming\stickies\stickies.bak

Racent docisnants et [,:4 13mp | Delete 10.8kB C:\Users\admin\Documents\My Garmin\Custom Waypoint
= : - Symbols\Thumbs.db

Run )

Search history % ' Disk space to be recovered: 2.34GB

Shellbags ' Files to be deleted: 14431
. - Special operations: 82

Thumbnails 16.8MB

«




. N4 > .
= ! Qi Preview | 7 Clean | ® Abort BleachBit - o X

Update uninstalfers ¥ -905.2MB =
v TeamViewer ™V  643kB | TIPLOG-20Z30030-T0T00ZI00. = amam—mS—S—
Logs v 64.3kB Mark for deletion 101.1kB C:\ProgramData\Microsoft\Windows Defender
= \Support\MPLog-20230827-091410.log
Most recently used o~ Delete 8.2kB C:\Users\admin\AppData\Local\Packages
+ Thunderbird v 15.7MB \Microsoft.SkypeApp_kzf8qxf38zg5c\LocalState\Tracing\WPPMedia
Cache v 62MB \unknown_MediaStackETW-2018.49.1.5-UVA-xb4release-U.etl.bak
: ' Delete 12.7kB C:\Users\admin\AppData\Local\Vivaldi\User Data\Default
Cookies v 524.3kB \AdBlockState.bak
Index L) Delete 113.8kB C:\Users\admin\AppData\Local\Vivaldi\User Data\Default
P ] \Bookmarks.bak
- Delete 6518 C:\Users\admin\AppData\Local\Vivaldi\User Data\Default
Session restore ) 86B \Notes.bak
Vacuum v  89MB {)Seletg 2038 C:\Userbs\:dmin\AppData\LocaI\VivaIdRUser Data\Default
> » essions\sessions.ba
¥ Windows Defender ™ 337MB | pejete 2028 C:\Users\admin\AppData\Local\Vivaldi\User Data\Snapshots
Backup files %) \6.1.3035.100\Default\Sessions\sessions.bak
History v Delete 2028 C:\Users\admi’n\AppDa'ta\Local\VivaIdl\User Data\Snapshots
2 \6.1.3035.111\Default\Sessions\sessions.bak
Logs = 33.7MB Delete 2028 C:\Users\admin\AppData\Local\Vivaldi\User Data\Snapshots
Quarantine ) \6.1.3035.302\Default\Sessions\sessions.bak
Temporary files 4 Delete 14.8kB C:\Users\admin\AppData\Roaming\Opera Software\Opera
) 7 Stable\Bookmarks.bak
¥ Windows Explorer ¥ 18MB | Delete 940B C:\Users\admin\AppData\Roaming\stickies\stickies.bak
Most recently used 4 Delete 10.8kB C:\Users\admin\Documents\My Garmin\Custom Waypoint
Recent documents st & 1.2ms [JiEymboi\Thumbs.db
Run M Disk space recovered: 2.05GB
Search history v Files deleted: 14155

Special operations: 67
Errors: 18

Shellbags
Thumbnails

v 16.8MB

2.05GB




=) ' Qi Preview | " Clean | @ Abort BleachBit - o X
w System M 266.1kB Please wait. Running desp scan
7 FRTETTOT D] ACCESS 1S OEME . COMMana 10 ool chrrogranoaa.
?hpboard "% \Microsoft\Windows Defender\Definition Updates\Backup\mpavdita.lkg
Custom ™~ [WinError 5] Access is denied.: Command to delete C:\ProgramData
Free disk space O \Microsoft\Windows Defender\Definition Updates\Backup\mpavdita.vdm
IR 7 [WinError 5] Access is denied.: Command to delete C\ProgramData
B = \Microsoft\Windows Defender\Definition Updates\Backup\mpengine.dl|
Memory dump G4 [WinError 5] Access is denied.: Command to delete C:\ProgramData
MUICache %) \Microsoft\Windows Defender\Definition Updates\Backup\mpengine.lkg
Prefetch & 16188 [WinError 5] Access is denied.: Command to delete C:\ProgramData
' == ‘ \Microsoft\Windows Defender\Scans\History\Results\Quick
Recycle bin C4] \{35EFC09C-6F87-4B8A-801E-BAFSCES0140F)
Temporary files V 1043kB [WinError 5] Access is denied.: Command to delete C:\ProgramData
Update uninstallers 7 \Microsoft\Windows Defender\Scans\History\Results\Quick
- \(B2964349-08E0-4BCD-AE42-973D7A647E78)
¥ TeamViewer 4] [WinError 5] Access is denied.: Command to delete C\ProgramData
Loas (V1 \Microsoft\Windows Defender\Scans\History\Results\Quick
M B 4 = \({D843F836-43C1-4A85-9005-E34028578B0A)
lost recently use . [WinError 5] Access is denied.: Command to delete C:\ProgramData
¥ Thunderbird (1 \Microsoft\Windows Defender\Scans\History\Results\Resource\{4848BAAT-
Cache (A CE4F-4663-B7E4-49A3B60EB1B2}
— [WinError 5] Access is denied.: Command to delete C\ProgramData
Cookies ‘f \Microsoft\Windows Defender\Scans\History\Service\History.Log
Index ) [WinError 5] Access is denied.: Command to delete C:\ProgramData
Passwords 0 \Microsoft\Windows Defender\Scans\History\Service\Detections.log
, [WinError 5] Access is denied.: Command to delete C:\ProgramData
Session restore s \Microsoft\Windows Defender\Scans\History\Service\History.Log
Vacuum (V1 [WinError 5] Access is denied.: Command to delete C:\ProgramData
e : =~ G \Microsoft\Windows Defender\Scans\History\Service\Unknown.Log
Y Windnee Betenos & 167368 Mark for deletion 167.3kB C:\ProgramData\Microsoft\Windows Defender
Backup files ™ \Support\MPLog-20230827-091410.log
History @

266.1kB




Before

After

£. Windows 10 (C:) Properties

Security Previous Versions Quota
General Tools Hardware Sharing

in Windows 10
-
Type: Local Disk
File system: NTFS
B Used space: 138.165.186,560 bytes
I Free space: 11.490.357.248 bytes 10.7GB

Capacity: 149,655,543 808 bytes 139GB

Drive C: { Disk Cleanup |

[[] Compress this drive to save disk space

[[] Allow files on this drive to have contents indexed in addiion to
file properties

OK || Cancel || Aogly

£. Windows 10 (C:) Properties

Security Previous Versions Guata
General Toaols Hardware Sharing
== Windows 10
L T
Type: Local Disk

File system:  NTF5

B Used space: 136,332,386, 304 bytes 126.GR

. Free space: 13.323.157 504 b}ftes[ 12.4GH l

Capacity: 149,655,543, 808 bytes 139 GB

Dirive C: Disk, Cleanup

[ ] Compress this drive to save disk space

[ ] Allow files on this drive to have contents indexed in addition to
file properties

oK Cancel Apply




Disk Cleanup - After Bleach Bit

== Disk Cleanup for Windows 10 (C:) #

Disk Cleanup

. You can use Disk Cleanup to free up to 139 MB of disk

- gpace on Windows 10 (C:).
Files to delete:
. Downloaded Program Files 0 bytes
ﬁ Temporary Intemet Files M T KB
|| DirectX Shader Cache 0 bytes
|| Delivery Optimization Files 559 MB
‘& Recycle Bin Obytes o,

Total amount of disk space you gain:

133 MB

Downloaded Program Files are ActiveX controls and Java applets
downloaded automatically from the Intemet when you view certain
pages. They are tempaorarily stored in the Downloaded Program
Files folder on your hard disk:.

Description

Gl:lean up system files View Files

QK Cancel

B Mol " en £ WAL
s LK L_lEQNUD TOM VWINAOWSE U L }{

Disk Cleanup  Mare Options

You can use Disk Cleanup to free up to 3.12 GB of disk

- space on Windows 10(C:).
Files to delete:
L TwWindows Update Cleanup
|| Microsoft Defender Antivirus 23.1 MB
B8 Windows upgrade log files 283 KB
Downloaded Program Files 0 bytes
ﬁ Temporary Intemet Files Obytes .,

Total amount of disk space you gain:

I 312GH

Windows keeps copies of all installed updates from Windows
Update, even after installing newer versions of updates. Windows
Update cleanup deletes or compresses older versions of updates
that are no longer needed and taking up space. (You might need
to restart your computer.)

Description

oK Cancel




“. BleachBit

BleachBit can find a whole
bunch of files to delete

Pay attention when selecting
categories of files

And, it seems whatever
application(s) is used to
clean Drive C:, one still has
to run Disk Cleanup to
eliminate many files



m Disposable email addresses

* Anytime you need to use an email only once

— need to give email address for validation

- site sends an email with a link or validation code to complete
some operation

— not sure you trust a person or service

- want to see if there is an immediate negative effect of providing
email address

Jetf Dubois




Temp Mail

https:/ /temp-mail.org

You might want an ad-blocker
e R when using this site!

€ c O B hipe)ftemp-mailorg s v ©

B iR 5 )
i

tost viatod Iyrda kaecanak 0N fgvsary fesm | .
¥ ¥

&) Impart brakmarks. B craseand @B Crossward Purres [ 1. 83 Chos's bies @5 oncus pubie

Pl AV D
Your Temporary Email Address

* Dancing (

yafal39936@picvw.com gs

Temp @ Number

Your Temporary Email Address

# Copy C Refresh & Change X Delete dabekik397@horsgit.com gjlg

SENDER SUBJECT

® Copy C Refresh # Change ¥ Delete

SENDER

$55.. <

et
Inewosa Canditiont Your inbox is empt
ey Y

>

Customers saved an av
29%" when they switched their
and car to TD Insu

Your inbox is empty

What is Disposable Temporary E-mail?

hat self-destructec after a certain

Disposable emall - is ematl sery oW emall at a tempaorary addres:
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 if you close/reopen browser, same
address generated
 stored in cookie *
 loading a different browser generates a
different email address
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Your inbox is empty

What is Disposable Temporary E-mail?

Disposable email - Is & free emall service that allows lo recelve emall at a temporary address that sell-destructed after a certain
time elapses. It is also known by names like : tempmail, 10minutemail, 10minmail. throwaway email, fake-mait , fake email

Copy address to clipboard

* Examination of cookies for site

« 2 tokens look like they might control expiration of address

« expiry dates for the tokens: 1 week and 1 year

* temporary email address may expire in 1 week, 1 year, ... or never



Temp Mail

Your Temporary Email Address

dabekik397@horsgit.com 2

Change temporary email address
* seems to allow recovery of an old temp
email address
only available on Premium
« for the low, low price of

US$10/month (or US$60/ year)
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What is Disposable Temporary E-mail?

Disposable email - is a free email service that allows lo recelve emall at a temporary address that sell-destructed after a certain
i o known by names like : tempmail, 10minutemai i way email, fake-mail , fake emai

Once an email address is invalidated
* no non-delivery report sent to sender

Temp Mail doesn’t say how long the

address remains valid
* looks like 1 week, 1 year, or forever
* but received emails disappear after 2 hrs

Do I care if the address remains valid?

* maybe

Do I care if the emails disappear?

* that depends...




m 10-minute addresses

https:/ /temp-mail.org/en/10minutemail

* If you really want an email address to be temporary

. 10 Minute Ml )
New email address generated

€ C O @& temp-mailorg/en/]

10 MINEMAIL

Your 10 Minute Mail adZ.ess

Count-down timer starts
wetak60966@nickolis.com 09:28% C i

_ Address invalidated after 10 mins

* new temp address generated

@

Your inbox is empty

10 Minute Mail




m Aside...bad English

* I'am concerned when an English website can’t speak
English
— Recently, I found a bounce rate complex than usual on my latest
email blast!

— The fake email address is simply a through-away email, temporary
email set and self-destructs email.

It may not indicate anything

e Jtis afree service...
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Some students sweating out heatwave in
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transit pilot >




Disposable Email Aliases

Disposable email addresses are ideal for maintaining pg
address, but don't wish to provide your real email

CREATE DISPOSABLE ADDR
Prefix

cy, or when you are required to provide an email
ress for fearfof receiving spam.

Description

[ Coupons at FreeStuff.org

Enter your choice of prefix or leave blank

for a random prefix.

Your Aliases

Address Description

SamSpadeCanada.bpu9zancf.ca
CJTaylor-D1.bpu9z@ncf.ca

Optional description to identify what you
are using this alias for.

Coupons at FreeStuff.org 2023-09-08 09:30 Delete

2023-09-08 09:23

Newsletter at spammers-r-us.com

SamSpadeCanada.bpu9z@ncf.ca

m NCF disposable addresses

Choose username prefix & optional description
* leave prefix blank for random prefix

Generate alias

Delete any disposable
address no longer needed




; i I am not a spammer Db et Il Fmail sent to a disposable address
From: (chris taylor ) * received in main NCF mailbox

To: [ SamSpadeCanada bpu9z

Spam score: 0.001

Please read my email. | promise | am not a spammer.

To: shows disposable address

Please believe me.

Create a filter!
Filter Name: ‘Mail sent to SamSpadeCanada.bpu9z@ncf.ca Active
If?:_ all v ] of the following conditions are met: - -
Mail sent to <disposable address>
[ To 'l contains v | ’SamSpadeCanada ] ‘

Perform the following actions:

l Move into folder v SamSpade ' ’ K |
=4 Move to a folder —

! 0K l Cancel ]

@Z,imbfc' SET ‘ Replying to email sent to disposable address
— « you don’t want reply to come from your
Frcml Primary Account (Chris Taylor <CTaylor@ncf.ca>) 'l regular addreSS!

To: l Pumaly Account (Chns Taylov <CTaonl@ncf ca>)
Ol DO 97 (@ )
Cc l
COU1.b g i K
Sumécr| : " j

Attach ¥ | ] Tip: drag and drop files from your desktop to add attachments to this message, Choose From: drop_down
* select your disposable address

----- Original Message -----

From: “chris taylor" <chris.taylor@opcug.ca>

To: “"SamSpadeCanada bpu9z" <SamSpadeCanada.bpuSz@ncf.ca>
Sent: Friday, September 8, 2023 4:37:48 PM

Subject: I am not a spammer

Please read my email. I promise I am not a spammer.

Please believe me.




m What's great about NCF method

* Mail sent to disposable address
— delivered to regular mailbox
— identifiable by who email is addressed To:

— can be moved by rules
- even more identifiable & kept out of your face

— can be replied to using the disposable address as the From:
- ensuring you don’t expose your real email address

* Get rid of disposable addresses quickly & easily

— if you no longer want to receive emails to that address
* Or keep them forever if you want
* As many disposable addresses as you want
* Service won't disappear!
* Might be great $15/year investment

— recommended donation for membership w/email @P




Any other:
Questions
Comments

Shares?




What do you need to
know about computer
hardware, operating
systems, applications...?

Let us know by sending
your question to:

SuggestionBox@opcug.ca



Have the desire
to be an author?

The Editor of
Ottawa PC News
would like to
hear from you...

All computer-related articles welcome!

brigittelord@opcug.ca



NGX'I’ Q&A
Sep 27th

Send your questions,
answers, and topics
you wish to share to:

SuggestionBox@opcug.ca
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