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B2  Ghost Writing!

* Chris showed us how DALLeE 2
uses Artificial Intelligence (Al) to
create unique graphical images

(https://opcug.ca/qa_recordings/20221116_PowerPoint.pdf)

* ChatGPT does the same thing for text!
(https://openai.com)

Write an essay In the style of Bruce Schneier
on how ChatGPT will affect cybersecurity.

https://www.schneier.com/crypto-gram/archives/2022/1215.html#cg22



Write an article for the OPCUG newsletter that promotes
two for one membership by March 31, 2023




Write an article for the OPCUG newsletter that promotes
two for one membership by March 31, 2023

Are you interested in expanding your knowledge and skills in the world of
technology? The Ottawa PC Users' Group (OPCUG) is here to help!

As a member of OPCUG, you'll have access to a wealth of resources and
opportunities to learn and connect with other tech enthusiasts in the Ottawa area.
And now, for a limited time, you can get two memberships for the price of one if
you sign up by March 31, 2023.

<snip>

We also have special interest groups (SIGs) that meet regularly to delve deeper into
specific areas of interest, such as programming, Linux, and digital photography.
<snip>

Don't miss out on this great opportunity to join OPCUG and take advantage of all
the benefits of membership. Sign up for two memberships for the price of one by
March 31, 2023 and start learning, connecting, and growing with us today!
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New Chat

“Promote Two-for-One OPCUG

Dark Mode

O
Examples

‘Explain guantum computing in
simple terms" —

"Got any creative ideas for a 10
year old's birthday?" —

"How do | make an HTTP request
in Javascript?" —

ChatGPT

4

Capabilities

Remembers what user said
earlier in the conversation

Allows user to provide follow-up
corrections

Trained to decline inappropriate
requests

A

Limitations

May occasionally generate
incorrect information

May occasionally produce
harmful instructions or biased
content

Limited knowledge of world and
events after 2021

OpenAl Discord

Updates & FAQ

Log out

'ps://chat.openai.com/chat



Why secure coding is important
[ ]
Hacking cars | - wuoyuem
(Vehicle Identification Number) ;

= VIN is viewable on the windshield!!
= unlock the door, honk, flash lights, & start car

— any remotely connected Honda, Nissan,
Infiniti, & Acura

ap” K '. 4
| — F
~ remote vehicle management by SiriusXM
@ Q &A 2022_1 2_0 7 a satellite music provider offers remote vehicle management

services??

- vulnerability did not require a SiriusXM subscription
< < - could enroll any vehicle

— I'was alittle surprised '

https:/ /twitter.com/samwcyo/status/1597792097175674850

htps: [ /ww w.hackread.com honda-ssanﬂppﬂaw -cars-vin/

* Bruce Schneier
(security guru) wasn’t

— Cars are just computers with four wheels and an engine. It’s
no surprise that the software is vulnerable, and that
everything is connected.

* Schneier’s Crypto-Gram monthly newsletter is highly
recommended for anyone interested in security

https:/ /www.schneier.com/crypto-gram/archives/2022/1215.html



m Apple Pencil (274 gen) |

* Apple Canada’s price - $169

— Really

— Best Buy, Staples, The Source - same price

« Zspeed 2" Generation Stylus for iPad

21217

— Amazon Canada - $27
Special for iPad 2018-2022 versions

iPad Mini
5/6 Gen

A2133/A2124/A2126/A2125
A2567 /A2569

Not work for iPad Pro 1st&2nd, iPad Pro 10.5", iPad Pro 9.7", iPhone, Android and Microsoft Devices

iPad
6/7/8/9 Gen

A1893/A1954
A2197/A2198/A2200
A2270/A2428/A2429/A2430
A2602/A2605

iPad Pro 11in
1/2/3 Gen

A1980/A2013/A1934/A1979
A2228/A2068/A2030/A2231
A2450/A2301/A2459/A2377

iPad Air
3/4/5 Gen

A2152/A2123/A2163/A2154
A2072/A2324/A2316/A2325
A2588/A2589/A2591

iPad Pro 12.9in
3/4/5 Gen

A1876/A2014/A1895/A1983
A2229/A2233/A2069/A2232
A2378/A2461/A2379/A2462

E—— ATTAGHES MAGNETIALLY

Stewart Bruce:
[t seems to work OK for me and

for the price compared to an
official Apple Pencil, it's great!

https:/ /www.amazon.ca/Zspeed-Rejection-Drawing-Handwriting-Compatible/dp/B07WYL5ZP6



trash
m Free stuff! R nothing

* Post seen on TrashNothing site
— site with things people request or give away
— all free

* Someone giving away
six Raspberry Pi1’s

* Unfortunately, all now gone

* But you might want to check out site for other free stuff!
— or to get rid of stuff you don’t need

PS- rasnnotning.com

Natalie
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Screen Video Recording
Made Simple

Bv Alan German

Have vou tried talking a friend
or relative through a series of
computer steps over the
telephone? It can be difficult,
can't it7 Another way to
provide the mstructions 1s to
record a video of vour computer
monitor as you perform the
actions, complete with vour
running commentary as vou do
50.

The best way to accomplish this
15 to use a video recording app
that can access vour video and
sound cards to provide a quality
picture and an associated sound
track. And. what could be

hattar than a niara Af fraa
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Computer )

| ’ Bas1cs
2 Ukere helping us

We can (probably) help but,
what is that you need to
know about computers?

SuggestionBox@opcug.ca



Computer)

[L i Pasis) How to be Unscammable
@ Gluu Society

S P

* Well, I am not sure I totally believe that headline!
* Gluu - Canadian non-profit organization

— focused on ensuring older adults have a better way to learn
digital skills

— printed materials, online courses, live online events,
workshops, volunteer training, and volunteer support

— all materials are free of charge and are advertising-free

https:/ / gluusociety.org




v

Computer)

s Pasics) How to be Unscammable

Ucers helping ucers

Sy

.

* GluuYou security courses on YouTube

— over 3 hours total over 10 episodes » -

Secure your home network
Secure your smart devices

All about the dark web HOW TO Be
Manage your passwords UIlSC ammable

Secure your email A brand new series to help older adults
Avoid scams & social hacking stay one step ahead of cybercriminals
Protect your identity

Protect your devices

Surf the web safely

Secure your apps & online accounts

https:/ /www.youtube.com/@gluuyou




( Computer)
| Basics| Gluu
= (kerc helping users

e g

* Gluu - Canadian Nonprofit Organization
— better way to learn digital skills for older adults

— printed materials, online courses, live online events,
workshops, volunteer training, and volunteer support

— free of charge & advertising-free

* Not sure how active they are
— signed up after John Fleming told me of it (Feb 2022)
- thanks John!
— no way to sign in at site

— have seen nothing new...until email Dec 7
- but the 10-episode course Unscammable pretty good!

https:/ /gluusociety.org




so, check our Fraud Watch page

HOME MEETINGS NEWSLETTERS REVIEWS QA  FRAUD WATCH  OFL PRESENTATIONS  DICITALPHOTOCRAPHY  JOIN ORI RENEW  GOOGLE CROUPS

FRAUD WATCH

CHECK OUT THE LATEST SCAMS (UPDATED DECEMBER 11, 2022}

W cicome to our Froud Watch page. Here you will find information on fraud and scams, and
how o spot them. Wa provide links to official websites that show the numerous ways
online thieyes are trying to steal your money and/or identity, and websites that can help you prevent

fraud ar coach youd if you bocoma a victim.

No matter how careful we think we are, scammers try to get the upper hand. They prey on our fears

atd anxieties with scare tactios that can hinder our Better judgroent. They try 1o trick us with enail

attachments that install makware on our computer, or send us links to fake web pages that steal our
w TC H ' userninms and passwords,

‘! \ .
Bo wary of cmails, SMS texts, letters, and phone calis from individualz and companios you don't

Know, ar messages 1Hat afe o

e 1, B wnpacially careful with “Impottant ™ messages using

https://opcug.ca/fraud-watch/




GIFT CARD SCAM

Fake stickers covering

barcode at back

Gift Card Scam

Buying gift cards as Christmas presents? Watch out for a recent scam
involving fake bar code stickers being added to gift cards in stores.
The gift card may be for Brand A, but when you go the store checkout,
and the cashier scans the barcode, it shows up as Brand B. Close
inspection of the barcode reveals that it 1s actually a sticker placed on
top of the legitimate bar code for the card. The fake barcode uses your
purchase to add money to the gift card for Brand B — which 1s the
scammer's card not yours!

See: Former police officer wamns of scams involving
tampered gift cards at retailers

Image courtesy of: Nichelle Laus
hitps //tinvurl com/bd=swmeb




GRANDPARENT SCAM

Caller wants money for

grandchild in trouble

Grandparent Scam

Ring-ring...
You - Hello?
Caller — Grandma/grandpa I need your help
You — Johnnie, is that you?
Caller — Yes it 1s. I'm in XXX and have been arrested.
I need you to wire SYYYY for bail money.
You — I don’t have a grandson named Johnnie. Nice try loser!

If you give your real grandchild’s name, be assured that this will be who is said to be calling. The call
has all the hallmarks of a scam. A voice on the phone, a loved one in trouble, urgent action required,
send money, now! Stop. Think. Hang up, call your grandchild, or their parents. Your grandchild will
be at home or with friends — and almost certainly not in jail!

See: Toronto woman charged 1n ‘grandparent scam’ after senior scammed out of almost $10.000

Grandparent scam victim speaks out to Global News then gets money back




m A tale of (r)ejection

Problemn Ejecting U5B Mass Storage Device X

Windows can't stop yvour Volume' device because a program
! is still using it. Close any programs that might be using the
~ device, and then try again later.

oK




m A tale of (r)ejection

Problemn Ejecting U5B Mass Storage Device X

Windows can't stop yvour Volume' device because a program
! is still using it. Close any programs that might be using the
device, and then try again later.

oK
¥ LockHunter — [] o
— lockhunter.com
- U\ v | C
o Unlock It! Delete It! w Other...
Locking Processes Maore details

MigrationService.exe (Service: CMigrationService)
’ E PID: 4828, "C:\Program Files (x88)SamsunglSamsung Magician\MigrationServi



é@' migrationservice.exe - Everything
File Edit View 5Search Bookmarks Teocols Help

migraﬁnnseruice.e:{d

Path

Mame
C\Program Files {:-:E-E{Iiﬂams.un{ﬂamsung MagicianiMigrationService ]

5o MigrationService.exe

SSD Magician Software

It's not magic.
Iit's software.

{
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o/ MNovember 29, 2022 at 6:43 am #2502028

Ahal

According to the Samsung Magician 7 installation guide, page 2
(Revision Histonly), Data Migration was added to v7.1.3 in Sep 2022.

alejr

AskiWoody MVP Your discovery may explain why, after my Samsung Magician upgraded
itself in Sep, it "often” crashed when I tried to run it.

Suggested fixes:

O
g CretAd Astronaut

My solution: Open services.msc and set CMigrationService to StartupType=Manual and reboot.

alejr
AskWoody MVP

I "downgraded” it back to v6.2.1.260 from my downloads backup disk,
disabled the autoc-update feature, and haven't had any problems with it

since.



My system has Version 7.2.0

* No listing for Data Migration so cannot
be uninstalled

* Disabling SamsungMagicianSVC in
Services (services.msc) has no effect

» Disabling Samsung Magician in
Settings has no effect - Magician still runs!

SAMSUNG Magician

{ Settings




Sledgehammer “Solution”

Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Organize 'r[ Uninstall ]

Mame Publisher
(5| RMPreplUSE
%Sams.ung C410 Series Samsung Electronics Ceo., Ltd.
_|5E|r'r'|5.ung Easy Printer Manager HP Inc.
= >amsung Easy Wireless Setup Samsung Electronics Ceo., Ltd.
gﬂarﬂiung Magician Samsung Electronics
= >amsung Printer Diagnostics Samsung Electronics Ceo., Ltd.
& Samsung Printer Live Update Samsung Electronics Ceo., Ltd.
I shotcut Meltytech, LLC

I [ ] |Ei+=hﬂ=n fAermaratmr M OTE flhaetad wemmrlarsalusare cmoen



Toffee Hammer Approach

-
(@ Setup - Samsung Magician

SAMSUNG
Magician

Welcome to the Samsung
Magican Setup Wizard

This will installEamsung Magician ver 6. 3.%on your computer.

Note1: Install corresponding Language Pack on your system if
the fonts in the application are not displayed properly.

MNote2: Installation should always run as administrator,

Click Next to continue, or Cancel to exit Setup.

Next > Cancel




SAMSUNG Magician

Drive Information

Drive Details
Performance Benchmark
Diagnostic Scan

Over Provisioning

Performance Optimization

Secure Erase
PSID Revert

Encrypted Drive

NVMe SSD
980 PRO

[ see more

Drive Information | 2 Drives

Shows a brief overview of all drives and benchmarks the performance.

[_] Samsung SSD 840 EVO 250GB | SATA

Drive Health Temperature

55~

B SD/MMC/MS PRO | USB

Drive Health Temperature

N/A

Volume

| 129GB Used

Benchmark

Sequential

0

Volume

(MB/s

)

Settings

hge

mation




SAMSUNG Magician

A new version of Magician is
available.

Update your firmware to the latest
version for operational stability and
performance optimization.

Ignore!

(At least
until a new
version is
released)
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Windows Update

Updates available
Last checked: Today, 11:30 AM

Updates downloading

Quicker restarts after updates

Security Intelligence Update for Microsoft Defend
(Version 1.381.429.0)
Status: Downloading - 0%

Windows Malicious Software Removal Tool x64 - |
Status: Downloading - 0%

2022-12 \NET 6.0.12 Security Update for x64 Clienf
Status: Downloading - 0%

2022-12 NET Core 3.1.32 Security Update for x64
Status: Downloading - 0%

2022-12 Cumulative Update for NET Framework ]
Windows 10 Version 22H2 for x64 (KB5021089)
Status: Downloading - 0%

2022-12 Cumulative Update for Windows 10 Versif
Systems (KB5021233)
Status: Downloading - 0%

Windows Update

Updates available
Last checked: Today, 11:30 AM

Windows Malicious Software Removal/iool x64 - v5.108 (KB890830)

Status: Pending install

2022-12 .NET 6.0.12 Security Updgd/te for x64 Client (KB5021954)

Status: Pending install

2022-12 .NET Core 3.1.32 Segurity Update for x64 Client (KB5021953)

Status: Pending install

2022-12 Cumulative Update for .NET Fra
Windows 10 Version 22H2 for x64 (KB50)

2022-12 Cumula

RGELVAGELEE

S

Updates available
Last checked: Today, 11:30 AM

2022-12 Cumulative Update for .NET Framework 3.5, 4.8 and 4.8.1 for
Windows 10 Version 22H2 for x64 (KB5021089)
Status: Installing - 12%

2022-12 Cumulative Update for Windows 10 Version 22H2 for x64-based
Systems (KB5021233)
Status: Pending install




Windows Update

Updates available
Last checked: Today, 11:30 AM

| Down to last 2

Finally - ready for restart

2022-12 Cumulative Update for NET Framework 3.5, 4.8 and 4.8.1
Windows 10 Version 22H2 for x64 (KB5021089)
Status: Installing - 12%

2022-12 Cumulative Update for Windows 10 Version 22H2 for x64-
Systems (KB5021233)
Status: Pending install

Windows Update

Restart required
Your device will restart outside

2022-12 Cumulative Update for .N
Windows 10 Version 22H2 for
Status: Pending restart

2022-12 Cumulative U
Systems (KB5021233)
Status: Installing -

start now ISchedule the restart

e for Windows 10 Version 22H2 for x64-based

Your device will restart to update outside of
active hours

REstart now

Windows Update

Restart required
Your device will restart outside active hours.

2022-12 Cumulative Update for NET Framework 3.5, 4.8 and But are we real ly ready for restart?

Windows 10 Version 22H2 for x64 (KB5021089)
Status: Pending restart

2022-12 Cumulative Up Hate for Win<
Systems (KB5021233)
Status: Installing - 0%

Schedule the restart

10 Version 22H2 for x64-based

still installing update




Once you get notice to restart
* it's safe to click and restart your computer

Why is this not good?
« it might take 10, 15, 20, ... ? minutes to complete the updates
* you can’t use your computer during the restart process




Bottom line

Windows Update | 5
Rather than restarting

* while something is still installing

Restart required
Your device will restart outsid

2022-12 Cumulative Update for N2 Framework 3.5, 4.8 and - . .
Windows 1(;n\ll‘ersion 22H2 :or /. (Kasrgzmsg) : Windows Update Continue uSIHg your Computer

Status: ending restart until all updates show

2022-12 Cumulative Upliate for Windows 10 Version 22H2 fo| @ Restart required :
Systems (KB5021233) Your device will restart outs IR B3/ 17 £ 1) g res tart
# Framework 3.5, 4.8 and 4.8.1 for

Status: Installing - 0%

2022-12 Cumulative Update for

Schedule the restart 2 fof x64
Status: Pending restart

2022-12 Cumulative Update/ior Windows 10 Version 22H2 for x64-based

Status: Pending restart

[S;ffj?"ij Schedule the restart

Last updates, it took 15 minutes to get from first screen to second
* probably allowed me to use my computer for extra 15 minutes

* if you get a pop-up saying with button to Restart now
 check Settings > Update & Security > Windows Update |
* if any updates are showing Installing, wait for them to complete for faster restarts




Any other:
Questions
Comments

Shares?




What is that you need to know
about computers that would
be great topics for monthly

meetings, and questions or
shares for Q&A?



290000

Future Topics

1. Artificial Intelligence

(Specific aspect? Speaker?

Other ways? )

2.
2.
4.

5.




Free Membership!

Are you currently a member of OPCUG?

If so, the Board of Directors will extend your
membership by one year - at no charge!

You will not receive a renewal notice
Do not send us a membership payment
Your membership will be extended automatically

And, if you are not a member...



Almost Free Membership!

* Join OPCUG now (or before March 31, 2023)
* Annual membership fee is $20.00

* BUT, you will receive two-years of
membership for the price of one!

https://opcug.ca/join-or-renew/




Programme and Publicity

Lawrence Patterson i1s not going to continue as a
member of the club’s Board of Directors

He was taking care of the programme for the monthly
meetings and publicity

This creates a vacancy on the BOD

If you are interested in joining the Board, contact
Bob Herres, the 2023 Election Chair via E-mail:

nominations@opcug.ca




tin
stions for “ Next Qaa
ug%le SA toptcsr Dec 28+h
and Q

Send your/questions,
answers, and topics
you wish to share to:

SuggestionBox@opcug.ca



OP(UG’S Board oI Directors
wishes you a very...
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