m Hoodie2: Autoruns - control auto startups

Many places hold auto startup programs:
+ Startup folder

* Registry - Run, Run Once, ...

+ Task manager

* Services & Drivers

+ File Explorer extensions

* Winlogon
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So what?
Why delete/disable some autoruns?
* Minimise startup time
* Minimise memory usage
* Remove spyware/malware

» Remove excess background processing

Remove clutter
NOTE: Run as administrator to make changes



Autoruns screen
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* Tabbed layout - Everythmg, or partlcular startup categorles
* Verified - means Publisher verified by program signature
* Can search by name via “Quick filter” or Find ==~ ’O =~ button
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(example) Logons tab

 Everything that starts when a user logs on
— Program startup locations
— Run keys

— Malware often uses




Strategies
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Delete obsolete entries - file
not found

Delete or disable programs
you do not want running
now

Beware deleting/disabling
programs you know
nothing about! Programs
you want may depend on
them.

] 1§ WinPatrol
E HELM\SOFTWARE\Microsoft\Windows\CurrentVersion|Run

] 0patch

E4 Blackmagic Desktop V| [ Delete Ctrl+D
1'% Blackmagic Streaming [ Copy Ctrl+C
[ " flvga_tray

-/ iTunesHelper Jump to Entry..
@LogiOijons Jump to Image...
Malwarebytes Window

E HKLMHSOFTWARE‘LMWFUSC Submit File to VirusTotal On
M DEL_ST_CPL

B HKLM\SYSTEM\CurrentCon:  Process Explorer.. tes
B cmd.exe Search Online...  Ctrl+M

B HKLM\SOFTWARE\Microsc  Find.. Cirl+F  ney
M[i}Brave

= Properties..  Alt+Ent
M} Google Chrome [ Propertes i

A HKI MISOFTWARF MirrnenfiWindrwsiCimantVersinnt Runing
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Right-click actions

Jump to entry - goes to
registry

Jump to image - shows
file in folder

Process Explorer - opens
details of the running
process

Properties - shows file
properties

Search online for the file
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[ B WinPatrol

ﬁ’ HELMSOF TWARE MicrosoffiWindows\CurrentVersion\Run
] 0patch
[ Blackmagic Desktop V| [i] Delete Ctrl+D
(1’8 Blackmagic Streaming| [ Copy Ctrl+C
™ flvga_tray
JiTunesHelper
@LogiOpﬂons Jump to Image...
Malwarebytes Window

@ HKLMISOFTWAREIMICIOSE  5ypmit File to VirusTotal O
[ DEL_ST_CPL

Jump to Entry...

B HKLM\SYSTEM\CurrentCony ~ Process Explorer... et
[~ cmd.exe Search Online..  Ctrl+M

B HKLM\SOF TWAREMicrosc Find... Ctri+F et
I;_jBrave

= P rties... Alt+Ent
MIih Google Chrome [ Bropertes i

S HKI MSNFTWARFMicrnenfWindrnwelCurenfarcinnlRunling
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Suspicious entries

E Office
@- Known DLLs
* Virus Total as a hit "%
12
* Publisher not verified * = *v= =
Publisher
(Not Verified) Igor Pavlov
(Verified) Notepad++
(Verified) TGRMN Software
Narfadl Canalal L O
b NO DeSCI‘lp’CIOIl Description Pub
Everything (Ver
Fresco Logic VGA Tray (Ver
(Ver
Spybot-Search & Destroy tray acce..  (Ver
SQRL: The Internet's secure login sol..  (Ver
Iswa | InAdsta @rhadular Niar
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Investigate suspicious files

* Many hits in Virus Total?

 Check file name online for virus reports
* Is Description good English?

* Is the file in a temporary folder? Why???
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Compare against previous checkpoints to see
changes

& Save Autoruns Qutput to File

X
* Savetoafile: « -+ <o s v 6 Srhiaon »
Orgenize = New folder - @
aldc A Name - Date modified il
Program File: BOING .
Symbols FEBE 2018 09-03 06.00.00 fi,

System Volun ,

File name: | UNKNOWN.am

Save as type: | Autoruns files (*.arn)

i Foldr Conce

B Autoruns - Sysinternals: www.sysinterr

m Search Entry User Options

. Compare current B Open. o |
autoruns vs. Save.. Crles |

Prevlous Checkpoint: Analyze Offline System... gon
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Summary

* Autoruns is useful to:

— Find malware/spyware

— Remove memory/cpu hogs

e Autoruns source

https:/ /learn.microsoft.com/en-us/sysinternals/downloads/autoruns

* Detecting/removing malware:

— https:/ /www.varonis.com/blog/how-to-use-autoruns
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