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xxxThe Last Ten…

The last ten minutes of our Q&A session
will not have any prepared material - so,
give some thought to the question that you
want to ask!   







Share Replying on mailing lists

• Collaborating on mailing lists

̶ e.g. OPCUG-Member-Forum

• Best if replies get sent to the list

̶ and therefore distributed to everyone on the list

rather than just to the person being replied to

• Mailing lists normally configured with a header line

̶ Reply-To: <the mailing list email address>

Instructs mail programs where replies should go



Share Most email clients follow the rules

Reply goes to mailing list rather than Alan (originator)



Share Thunderbird…not so much

Reply goes to Alan (originator)
Reply List goes to mailing list



Share Fixing Thunderbird

• Tools | Settings | General | Config editor

̶ waaaay at the bottom of the General page

• Click Show All button

• Scroll to mail.override_list_reply_to

Default is true

Thunderbird now acts right!

Double-click (or click toggle button on right) to change to false



Share Use OpenDNS to filter out “bad” 
domains, some ads

• Domain Name System

̶ translates domain names (like google.ca) to IP addresses 
(like 142.251.41.35) used by the internet’s hardware

• DNS servers

o Your Internet Provider (your modem/phone’s default)

o You can choose one in the list this utility uses: 
https://www.grc.com/dns/benchmark.htm

o https://www.quad9.net/ is one in the list above which 
provides protection from malware

o https://www.opendns.com/home-internet-security/ is 
another that you can configure

• How to install a different DNS server

https://www.grc.com/dns/benchmark.htm
https://www.quad9.net/
https://www.opendns.com/home-internet-security/


How to specify the DNS server

• In modem, something like this:



OpenDNS settings – after creating account



Blocking 
by 

category



Blocking 
by 

domain
(25 max)



Statistics



Statistics



Domains list
(red = blocked)



Questions?



Security Settings for a 
Rogers Ignite WiFi Hub

Chris’s recommendations:

• WPA2-PSK with AES encryption
• Unique SSID
• Change admin password
• Firewall on
• Remote admin off
• Disable WPS



WPA2-PSK with AES encryption & Unique SSID

Can’t get there from here!



or…

Change admin password



Minimum Security (Low)
• doesn’t block ICMP (ping)

Firewall on (IPv4)

Typical Security (Medium)
• probably best for most

Only way to have Firewall off is under Custom Security
• if you choose that, don’t choose Disable entire firewall!



What does this mean?

Maybe better

Firewall on (IPv6)

Only way to have Firewall off is 
under Custom Security
• if you choose that, don’t 

choose Disable entire firewall!



Leave as Disable

Remote admin off

If you really need
Remote Management
• restrict From as 

much as possible



Choose Disable if you 
have no need for WPS

Disable WPS

Disable WPS Pin Method
• (it’s insecure)

Push Button is secure except for 
anyone with physical access to router



WPA2-PSK with AES encryption and Unique SSID



WPA2-PSK with AES encryption and Unique SSID



Port 445 being Closed is “new”
• I have no idea why
• Closed ports are not inherently dangerous
• prevents “stealth”

• i.e. someone can see something is there



xxxThe Last Ten…

The last ten minutes of our Q&A session
have no prepared material – What question
do you want to ask?   



Security Settings for a 
Bell Home Hub 3000 Modem

Chris’s recommendations:

• WPA2-PSK with AES encryption
• Unique SSID
• Change admin password
• Firewall on
• Remote admin off
• Disable WPS





Change Admin Password







Change Wi-Fi Password



Duckpond

20CharactersBetterThan00



WPS Setting   







Remote Access   



No  WPA Settings
on Home Hub 3000   

But, https://support.bell.ca/internet/connection-

help/home-hub-3000-modem.how_to_verify_that_ 

the_default_wifi_security_is_on indicates that
security is set to WPA2-PSK (AES)



No Firewall Settings   



• They appear to have locked the firewall on

• If you want granular control over a firewall, 
the approach would be to:

̶ configure it for complete pass-through

̶ plug it into a separate router 

̶ configure its firewall as you want 

https://www.reddit.com/r/bell/comments/jxfps4/
passthrough_home_hub_3000_wan_ip_to_your_own

https://www.reddit.com/r/bell/comments/jxfps4/passthrough_home_hub_3000_wan_ip_to_your_own/


Security Settings for a 
Bell Home Hub 3000 Modem

Chris’s recommendations:

• WPA2-PSK with AES encryption
• Unique SSID
• Change admin password
• Firewall on
• Remote admin off
• Disable WPS



70.72.117.204 



70.72.117.204 



70.72.117.204 
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The last ten minutes of our Q&A session
have no prepared material – What question
do you want to ask?   



How to leave computer at end of day

• I usually choose Sleep every night.

• Should I use signout or shut down 
instead?

Lorraine Boulay



• What are you trying to accomplish?

̶ save electricity?

̶ save wear and tear on computer?

̶ stop hackers?

̶ something else?

The correct answer to all computer-related 
questions is…

That depends



Chris’s very random thoughts



Save electricity

• Computer that is turned off uses minimal electricity

• How much is used on an idling computer?

̶ high degree of variability, but maybe…

̵ desktop: 100 watts

̵ laptop: 25 watts

• Computer in sleep mode uses about 1/3 of idling

̶ allows you to get back to work quickly

• Hibernation mode uses almost zero electricity

̶ saves computer state (open programs etc)
so you can get back to work quickly



Save wear and tear

• Most computer components should last many, many 
years running 24x7

• Thermal expansion/contraction due to heating up and 
cooling probably no longer applies

• Storage devices wear out quicker when power left on?

̶ HDD – mechanical device, “mean time between failure”

̵ but I doubt life of an HDD significantly impaired

̶ SSD – the computer is periodically writing
even when idle

̵ each storage cell can only be written to a
number of times

̵ doubt life of an SSD significantly
impaired



Prevent computer from being hacked

• A computer that is turned off can’t be hacked

• But…

̶ you need protections for when you are at the computer and 
using it

̶ the same protections will protect your computer when you 
are not using it



Any other:

Questions

Comments

Shares?



Suggestions for
topics for

presentations at:

Monthly
meetings



Send your questions,
answers, and topics 
you wish to share to:

SuggestionBox@opcug.ca




