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m Data breaches

https:/ /haveibeenpwned.com/

— can report if your email address shows up in a data breach
— https://opcug.ca/Articles/1912NEWS.pdf

om Have | Been Pwned <noreply@haveibeenpwned.com> ¥y © Reply | ~ Forward @ Archive | @) Junk @ Delete More v
1ot [You're one of 22,229,637 people pwned in the QuestionPro data breachfunverified) Thu, 2022-08-04, 8:14 p.m
Io christaylor@opcug.cat

A

Rec’d email saying my

email address showed “—-have i been pwned?

up in a data breach

You've been pwned!

You signed up for notifications when your account was pwned in a data

4 2 breach and unfortunately, it's ha ned. Here's what's known about the
Don’t panic ek s ey

...but look into it

Email found: chris.taylor@opcug.ca

Breach: QuestionPro



https://opcug.ca/Articles/1912NEWS.pdf

You signed up for notifications when your account was pwned in a data
breach and unfortunately, it's happened. Here's what's known about the

‘;--have i been pwned?

You've been pwned!

breach:
[ Email found: chris.taylor@opcug.ca ] .
( Breach: QuestionPro | Slte Of breaCh
Date of 21 May 2022 * Idon’t recognize this site
breach:
Number of 22,229,637
accounts:

What was compromised?

Compromised
data:

Browser user agent details, Email addresses, IP
addresses, Survey results

Description:

In May 2022, the survey website QuestionPro was the
target of an extortion attempt relating to an alleged data

breach. Over 100GB of data containing 22M unique email

addresses (some of which appear to be generated by the
platform), are alleged to have been extracted from the M aYbe nOt bre aChe d
service along with |P addresses, browser user agents

and results relating to surveys. QuestionPro would not
confirm whether a breach had occurred

50 the data has been Hagged &s "unverined” and

and results relating to surveys. QustionPro would not
confirm whether a breach had occurred




m Check it out

Check Keepass
* noentry

B QuestionPro R pbwe feowt Ty TR Googled quEStlonpro
There's always an answer. el Clicked LO l
e o QuestionPro

Welcome Back! Please log in

email address & Reset Password

Forgot your password?

Email

Please enter your email
Don't worry. Please enter your registered emaigddress. An email with a password

Clleed Porgo t Password? reset link W‘IH be sent to you.

E-mail
chris.taylor@opcug.ca

Keep me logged in [Forgot Password?

Please enter your password

Never received reset email

« don’t have account at QuestionPro site



m Final analysis

* May not have been a data breach

— QuestionPro only admitted to extortion attempt

* Data probably not sensitive
— Browser user agent details
— Email addresses

— [P addresses
— Survey results

* [ have no account on site
— could send a request to site to delete any data about me
— isit worth my time?
- I'would rather spend it creating these slides



ut then again...

They have an online chat function

esse Welcome to Question... __ X

" - T A Rt [ 1c verified | have no account

== Support Agent
°
Imtiyaz Khan
| | ™ o @

p==s  Support Agent
o z e Welcome to Question... __ X
1 received a message from - ‘ Imtiyaz Khan é g
haveibeenpwned that my email P e Support Agent
e X - : o o [mitiyaz Khan DE43 AM
;(rm: 'i;)tz:'::”d.m, i:i,:: l:,(,]::m Rest assured [ will inform the - H Imtiyaz Khan Iﬁb g
e al y e VE 0 aCCC
i i == Support Agent
Can 1 request any data about gdzncohr:;:(:h‘s s imtlyaz from dedicated team about this. - PP g
u ,
I know. 1 tried a password reset and
Chris Taylor 08150 AM never got the email to complete the
Please allow me a moment to go reset. But it seems you do have data
&, QuestionPro 08:42 AM through your query, | know. ! tried a password reset and (presumably from a survey I
X ) never got the email to complete the ompieted in the past.) [ uderstand
Thank you for sharing the details reset. But it seems you do have data this data would have been passed on
of your query. 1 am connecting Thank you so much for waiting. (presumably from a survey | to your customer who requested the
yOu Lo an agent Now, completed in the past.) I uderstand survey. But I would just like any data
O (s oy Tearn i Sireed this data would have been passed on you have on chris taylor@opcug.ca be
i i :
a\:vjare ¥ i‘:a:dciys currently y to your customer who requested the remmeq fror!.\‘your S L :
- Tmiti : ' survey. But 1 would just like any data have no idea if there was sensitive
You have been transferred to: Imtiyaz working on it on a high-priority urvey. Bu ould ju e any da i e .
Khan. you have on chris tayior@opcug.ca be ata in my responses to whatever
OIS ONCE T JESUN hAt DON)) removed from your servers now. | SERVEY B
solved you will be notified via P 3 : 7 ey
l..nnwmu . have no idea if there was sensitive
email within 3 few hours. Read
data in my responses to whatever
Write a message.. @ @ > SUTVEY. Iy Wt Q Imtiyaz Khan 08:50 AM
e Sure. I will let the team know
Powersd by € LiveChat - )
e g Write a message.. @ @ > w2 ibouttiis
Doweret by ) LiveChat Write a message.. © @
Pomnbted by © LiveChat Write a message... © @

Will they delete my data? | —

* Idon’t know
* [have done everything I can




m Jeff Lawrence <jeff lawrence@gquestionpro.com> ¥ S A 0@ v
1= Your QuestionPro Account 9:18 am

lo Chnis Taylor <christaylor@opcug.ca> W

B To protect your privacy, Thunderbird has blocked remote content in this

| v
message. Qotions

Hi Chris,

Thank you for signing up for QuestionPro. I'll be your personal
contact to help walk you through the platform. What types of
surveys do you plan on sending?

I'd love to schedule a quick call to learn a bit more about your
requirements and walk you through the platform. Does
tomorrow at 11:00am work for you by any chance?

Jeff Lawrence
Account Manager
Cell: +1 (514)-550-2078

QuestionPro

Follow me on LinkedIn
Book a Meeting with me

Is this email not relevant to you? Click here

On Fri, Aug 5, 2022 at 9:23 AM Chris Taylor
<chris.taylor@opcug.ca> wrote:
Thanks, but | didn't actually sign up. | got a notice from
haveibeenpwned that my email address appeared in a possible
data breach at your site. | was verifying that | did not have an
account and in fact was just requesting that any data related to
chris.taylor@opcug.ca on your site be deleted.

Cheers, Chris

Hi Chris,

Thank you for the prompt response, I'll shoot this over the
appropriate internal contact.

Thank you & have a great weekend!

Jeff Lawrence
Account Manager




m Password Purgatory

PCWorld NEWS BESTPICKS REVIEWS HOWTO DEAS <  LAPTOPS  WINDOWS

HOTTOPICS Laptop deals  Desktop deals  Bestlaptops  Best cheap laptops  Best 55Ds  Best monitors ﬂ Yy

When you purchase through links in our articles, we may earn a small commission. This doesn't affect our editorial independence.

Home / Entertainment / News

NEWS

This security guru is banishing
spammers to a hilarious

‘password purgatory’
You love to see it. B\ﬁ\t

OOPOOOB

3

By Alaina Yee
Senior Editor, PCWorld | AUG 8, 2022 7:30 AM PDT




Spammer made 6 attempts to create a password

that passes crazy criteria

Attempt 1

Accept any, then...
password must:

wagibuttle 3

Attempt 2 (17 seconds later)

{Xttempt 37 (36 seconds later) Contain 1 uppercase ].etter

Attempt 4 (13 seconds later) End With dog

Attempt 5 (B8 seconds later)

Exhimacit gumst genatan 3k TAast 3 vt Start with cat...

Attempt 6 (7 seconds later)

httpsy//www.pcworld.com/article/828227/this-security-researcher-is-putting-
spammers-in-password-purgatory-and-the-results-are-a-pure-delight.html



m Google Maps Timeline

* Android phone can be set to record location history
* Details of where your phone is will be recorded

* Can be usetul to you
* Protected as part of your Google Account

— aslong as
- no breaches at Google
- no account compromise

* Manage Location History

https:/ /support.google.com/ pixelphone/answer/3118687?hl=en



m Recommendation?

* I am not recommending you
enable or disable feature

* Surprising details of your life

* Good to understand what is
happening

* Google sends you emails

— S0 you can see what’s going on

&) Chris, your July update

Googla Maps Timeline «noreply-maps-tmeine&gocgle.com» Fri, Aug 5 9:20 AM (22 howrs ago)

twome v

Chris, here's your new Timeline
update

You're receiving this monthly email because you tumed on
Locatn History, &8 Google Account-level setting that saves
where you go i your private Timedine.

Location History date also heips geve you personalized
information on Google, including better restaurant
recommensiaticns, and suggestions for a faster commute, You
can view, edit. and delete this data anytime in Timeline

A Explore Timeline

Locaton History: ON

P! © Mcntebeto
“ I& ' = o ¢
Eganvile Rantiow e - o ‘Gatineau .~ Vankleek Hill
:'c;’m?)a.! Ottawa Cm@:dman
Garleion Place
Kemptyite Ccvr&wul_l

Your July places

1 3 29

Country/Region Cities Places




Record of my trip to Maritimes

Q Timeline &

2022 ~  MONTH =

DAY -
o h

-

\ LW i H?

s when captioning photos

, i AT
'._{-'*“' v Boston
3 e e A Map  Satellite T
i

 Rasboand shortas

Cape Saint Marys,
Casselman, Nova ‘ =
Scotia, and 2 mo- ‘ . Scotia

Jun13-17, 2022 Jun 17-22 N2
L)




Extra details available

* Walking / driving

 Distance . | .

Q Timeline @ TOOAY t 3 Y, 3

222«  Aoguet <~ 4 - W 7' - { ¢ A7

e Time A
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Lol potnin Ciet”




m Some details may be personal

Q@ Timeline & TODAY o " eanity | b3 0
J -
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m Recommendation ﬁ Qa

* Torepeat...

* [ am not recommending you enable/disable feature
 Can definitely provide useful information to you

* Might be too creepy level of details for you

* I'm not worried Google will disclose information

* Might use the data to charge some advertisers more?

— e.g. if they see I frequent M&M Food Market
- will they charge M&M more for targeting ads to me?
- Idon’t know
- Idon’t care



m First issue of PC Magazine

* Complete scanned copy of the first issue in 1982

https:/ /www.pcmag.com/news/

read-the-charter-issue-of-pc-magazine-from-1982

 Fascinating articles and ads
— astronomical prices for software & (especially) hardware
— discussions of differences between operating systems
— interview with Bill Gates

— software reviews

- if you think software is quirky now
you have to read the review of Easy Writer!

Alan German




EasyWriter “Block
Move” Tips

~ Fo‘r)b'-‘ uli)r- ho ar

Fascinating highlights i,;f;“fﬁe?;.';’.“"l‘l’

HARD DISKIIFORIBM —PC
Makes your PC a Business Machine

Add 6.3 megabytes to 19 megabytes to your System

\ou also don t ha\e
1o go through the double CTRL:)

- uM M ‘nM .

“BLm,K TO(. LAR(;E messagt,
regardless of whether the block is
really

9.5 megabyte

Winchester .,32,’,3,,,,,,, Wi This bogus error message

:;gigguu Subsystem ﬁi?.?'b’.’.i"s i threatened my sanity for a while.
= " Preserve vours by proceeding very

carefully.

One final tip: After CTRL-C, and
before moving your copy block,
delete the lr.ulmg block marker and

1 6.3 megabyte|
Phone 800-345-8102 « Cable "V§ W‘ nchester o g T e

te the

Hard Disk
Memory Expansion | 2rd Disk Su

for the IBM
Personal Computer

Infermedia Systems announces the 4194 MEMORY
EXPANSION MODULE for the IBM Personal Computer.
This product provides 192K Bytes of memory on a
single card occupying a single Expansion Slot.

Key features include:

1. 192K Bytes on a single card - directly replaces three
IBM 64K Byte cards.

"‘
“nowe"  mntioe"
i, ralo -t

[192K Bytes: $1095 (suggested retail)

aan RS

"~ayvino-|

Available at all"padicipating ComputerLand stores and

"1192K Bytes: $1095

" One final tip: After CTRL-C, and Fﬁhﬂ

before moving your copy block,
delete the trailing block marker and
paragraph-end by hitting the DEL key
twice (steps 16 and 17 in the 21-step
routine above). Then delete the
leading marker by doing the same
thing (moves 20 and 21) once the
copy has been placed in the new loca-
tion. This will save vou undue cursor
movement.

¢ same
nce the
ew loca-

cursor

-AF




Orleans Photo Club is looking for help
with their WordPress website

Can you help with ,\\
a website? @

http:/ /cpopc.ca

setting up a staging site (Bluehost) for testing changes

assisting in a security audit of the website
- currently using WordFence plugin

info on a training path to learn WordPress in order to
properly maintain the WordPress site

info on a training path to learn PHP
- particular need to maintain custom PHP code to process
competition votes using PHP, jQuery, and Bootstrap

If you can help
- ...0or know someone who can help
- email john@miner.ca John Miner




Google

Google and YouTu

e U.

Wordpress tutorials X § Q
Q Al [3) Videos [ Images @& News  Maps : More Tools
About 5,010,000 results (0.52 seconds)
www.youtube.com > watch
WordPress Tutorial for Beginners | Step-By-Step - YouTube
- s 20 WordPress Tutorial for Beginners | Step-By-Step ... Get Hosting
é‘TORlAL and Install WordPress (note - I'll eam
R Ll PHP tutorials X

YouTube - Create a Pro Website - Ma GO g|€

3201 @WEW
n 9 key moments in this video

www.youtube.com > watch
WordPress Tutorial For Beginners 2022 [Made E

WordPress Tutorial For Beginners 2
Link Here:[B] https://createwpsite.con

\WORDPRESS TUTORIAL

YouTube - Create WP Site - Apr 15, 2

[ ] 6 key moments in this video

www.youtube.com > watch
How To Make a Website With WordPress - 2021

Learn every step to make a WordPres
beginner's course. ... How To Make a

Q Al [3) Videos [ Images & News ) Shopping i More

About 8,310,000 results (0.49 seconds)

www.youtube.com » watch
PHP Programming Language Tutorial - Full Course - YouTube
Learn the PHP programming language in this full course /

tutorial. The course is designed for new programmers. and will

PHP in 5 hours YouTube - freeCodeCamp.org - Jun 20, 2018

4:36:39ULL COURSBREVIEW

25 key moments in this video v

www.youtube.com » waich
PHP Full Course | PHP Tutorial For Beginners - YouTube

This PHP full course or php tutorial video covers all the key
concepts of PHP including an introduction to PHP, hello world i




A Ottawa Public Library

Ett_abwa Public /
R, it Search the | v b d ~ n
4 Q Bibliotheque Camogne y | Keywor wordpress X

publigue d'Oltawa Advanced Search

—~

=
WordPress

dammive
=
3oy

y | Ry Book- 2021 | Jth edition

WordPress®

by Sabin-Wilson, Lisz

005.752 SABIN 2021

Available View detsils [] For Later

Teach Yourself Visually WordPress

by Majure, Janet

WoirdPress

L 8 & aWhws
006752 MAJUR
Available View details 0O For Later ]
“;". Create your Oown Website USiﬂg WordPress in A Weekend
w;‘;;tc by Moore, Alannzh

Fasision |

AN A WEERRRR e o ofr <%



How can I fix low disk space?

* Running out of space on C drive

— running Windows 10

* Removed everything I can

— trouble removing some pictures
from one of the directories

Bill Hall




A Cleaning up

* Surprising amount of space can often be recovered

* The ultimate guide to saving disk space
— Q&A 2020-11-04 & 2020-11-11
— https://opcug.ca/ga_recordings/20201104 PowerPoint.pdf

— https //opcug.ca/qa_recordings/20201111 PowerPoint.pdf
TreeSize Free
- CCleaner
- Awesome Duplicate Photo Finder

- SearchMyFiles
Turn off disk indexing

. Dtsk Clean-up (built-in Windows utility)
— Q&A 2018-10-12
- https://opcug.ca/qa-2018/
- can often find dozens of GB of recoverable space
- especially Windows Update Clean-up

- Q&A 2022-03-16
- https://opcug.ca/qa recordings/20220316_PowerPoint.pdf



https://opcug.ca/qa_recordings/20201104_PowerPoint.pdf
https://opcug.ca/qa_recordings/20201111_PowerPoint.pdf
https://opcug.ca/qa-2018/
https://opcug.ca/qa_recordings/20220316_PowerPoint.pdf

A Disk analysis

File Action View Help
e« m Em =2

Volume I Layout l File System l Status I Capacity ] Free Space I % Free
- () Simple FAT32 Healthy (Primary Partition) 2896 GB 496 MB 2%
== (Disk 1 partition 1)  Simple Healthy (EFI System Partition) 500 MB 500 MB 100 %
== (Disk 1 partition 4) Simple Heaslthy (Recovery Partition) 487 M8 487 MB 100 %
== (Disk 1 partition 5)  Simpie Healthy (Recovery Partition) 1204 GB 1204 GB 100 %
== (Disk 1 partition 6)  Simple Healthy (Recovery Partition) 110GB 1.10GB 100 %
== (Disk 2 partition 1) Simple Healthy (Active, Primary Partition) 4557.50 GB 45657.50 GB 100 %
== Bilis Drive HP PM...  Simple Healthy {Logical Drive} 465.75 GB 23675 GB 51%
= DATA (D7) Simple Healthy (Page File, Basic Data Partition) 93139 GB 72747 GB /%

= MEMORYSTICK (G} Sim Hoalthy {Active Primary Partition) 31MB 31 M8 100 %
F 08 (C) Simple Healthy {Boot, Crash Dump, Basic Data Partition) 105.00 GB 5 M8 0% I
== SDHC C6 (F) Simpile althy (Primary Partition) —— e

Problem partition
= - 105GB, 5MB (0%) free

Basi \‘ 2 .
9313968 ||93139 G8 Nrrs « total drive only 119 GB
Online | | Healthy (Page File, Basic Data Partition) y .. . oy
| * can’t repartition to gain space on C: partition
s * no other partitions on drive with any available space
Basic H' 0s (C:) I
119,12 GB || 500 MB 105.00 GB NTFS 487 M8
Online | | Healthy (EFI System PaiJli Healthy (Boot, Crash Dump, Basic Data Partitic] | Healthy (Recovery Part ‘

1204 GB 1.10GB ‘ 10 MB
Healthy (Recovery Partition) Healthy (Recovery Partitior | |Unalloc

f |
e

|
| 4657.50 GB
Healthy (Active, Primary Partition)

| |
L 2 i
-

~ Disk 3
Removable (E)

No Media

B unaliocated W Primary partition Wl Extended partition W Free space W Logical drive




A Disk analysis

File Action View Help
& m EmMm =2 2 20

Volume I Layout ] Type l File System l Status I Capacity l Free Space l % Free [
- (L) Simple Basic FAT32 Heaithy (Primary Partition) 2896 GB 496 MB 2%

x

== (Disk 1 partition 1)  Simple Basic Healthy (EFI System Partition) 500 MB 500 MB 100 %
== (Disk 1 partition 4)  Simple Basic Heaslthy (Recovery Partition) 487 M8 487 MB 100 %
== (Disk 1 partition 5)  Simpie Basic Healthy (Recovery Partition) 1204 GB 1204 GB 100 %
== (Disk 1 partition 6) Simple Basic Healthy (Recovery Partition) 110 GB 1.10 GB 100 %

== (Disk 2 partition 1) Simple Basic Healthy (Active, Primary Partition) 4557.50 GB 4657.50 GB 100 % |

= Bllic Drive HP PM_— Simple Basic NIFS Healthy llooicai Drves 46575 GE 23675 Ge 1%
DATA (D) Simple Basic NTFS Healthy (Page File, Basic Data Partition) 931.39 GB 72747 GB 78 %

= MEMORYSTICK (GCINGImple 100 %

Conan  amend 931 GB partition with 727 GB free! i
* partition DATA (D:), 727 GB (78%) free

4.6TB partition!

=~ Disk 0
Basc (oATA (0 * no drive letter assigned
93139GB {93139 GB NTFS
Online i Healthy (Page File, Basic Data Partition) ® 100 % fl'ee
=~ Disk 1
Basic {
11912 GB 487 M8 | 12.04 GB 1.10GB 10 MB
Online IRecovery Part ‘[Heohhy {Recovery Partition) Healthy (Recovery Partitior | | Unalioc.
= Disk 2 .
Basic
4657.50 GB |4657.50 GB
Online Healthy (Active, Primary Partition) . o o
N Either of these 2 partitions could be used to
Soms move data to and free up space on C: drive
No Media » pick an internal drive, if possible
* toassign a drive letter to Disk 2, right click it
B Unaliocated W Primary partiton B Extended partition Ml Free space M Logicaldrive *  Change Drive Letter and Paths...




A Windows libraries

* Pointers to disk locations for some standard file types

* Used by default for many programs
— Desktop
— Documents
— Downloads
— Music
— Pictures
— Videos

* Default actual location is the boot drive under user’s profile
— drive where Windows is located, usually C:\ Windows
— C:\Users\ username\ Desktop

— C:\Users\ username\ Documents
— (etc.)

* (Can contain a huge volume of files



A Moving libraries

« Windows libraries can be moved to another drive

| Goumesepes X
Step 1 T (e

» right-click library to move | |Step 2 ot
* choose Properties * onLocation tab ferem e

o click Mowve...

Restore Detaut | N Move, Find Target

g e— . |Step4
@ * returned to Properties
» click Apply
.| * choose new location| . |. prompted to move files
o | * click Yes

Only use an internal drive for the location of Windows Libraries



A AppData
* AppData\Roaming —another folder that can be

moved
— C:\Users\username\ AppData\Roaming

- 53GB on my desktop!

— Folder is hidden
- Show Hidden items, or o h
~RERRR pasenn

- Press Hn ‘

- Type %appdata% & press Enter
o right-click Roaming

choose Properties
 follow previous steps 2-4

v O

s rosnse N
> Claylor » Roaming > - ~  Search Roaming
3 A N Dt A s
ur

o LS8 Drve (%) =
~ USS Deve (1) ControiCenterd
<= My Book 5] Digial Confidence bns
deps s B Dk
Diecka
find Same Images OK Tue e
: @ Co=Drive
)
2 Claglor

. Fibe Histoey iZ]

* click AppData |
bnly use an internal drive for the location of_AppData\_Roaming

n.

fn




A Move programs

* Uninstall large programs

* Reinstall programs
— choose custom installation (not default or standard)
— don’t accept suggested location to install
- e.g. C:\Program files\ LibreOffice
— maybe D:\ Programs\ LibreOffice

Only use an internal drive for the location of program installations




A Location for Microsoft Store Apps

& Settings - | X

. Settings | System | Storage @ Change where new content is saved

Change where your apps, documents, music, pictures, videos and

K etthge maps are saved by default.
& Home Storage New apps will save to:
I | nd 2 setting J This is how your storage is used and how you can free up space. [:_} Acer (C)
- fi Y . .
System ) AppsAleatves NIGE New documensw] Choose different drive
aatall unused o undesired apps & festurs
; - = | Acer(C) ~
& Display | [j| Other 3.79GB = &
N S ——— New music will save to:
i) Sound
T‘Tl Temporary files 243 GB J\ Acer (C:) ~
] Notifications & actions = - : y ;
' CORESIC AoV SR O oH New photos and videos will be saved to:
& Focus assist Show more categanes R~ | Acer (C) v
() Power &sleep . New films and TV programmes will be saved to:
More storage settings
| = storage | X | Acer(C) ~
Change where you store your offline maps
Q Tabiet h 1"!\_!-' whers2 new content 15 saved
_ ' (101 | Acer(C) v
S Multi-tasking D S Sy -

Doesn’t move existing installations

_Only use an internal drive for the location of f)rogram installations




Q Adjust backup processes

* Backup processes may need to be changed

* Make sure wherever you relocate files are being
backed up!




Any other:

Questions
Comments

Shares?



7

What do you need to
know about computers?



NGX'I’ Q&A
Aug 17th

Send your questions,
answers, and topics
you wish to share to:

SuggestionBox@opcug.ca






