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m Don’t like something?
Say something! )

Key-n-Stroke f‘.‘
T

— highlights mouse pointer

— https://opcug.ca/qga_recordings/20211222 PowerPoint.pdf “

Wish list

— hide circle for “Indicate cursor position” when mouse pointer
disappears (e.g. when watching a YouTube video)

— add user-definable hot-keys to toggle on/ off "Indicate cursor
position" & "Show icons on click"

— submitted to the GitHub project
2022-02-04 .
Phaiax commented 15 hours ago Owner @ o

Impemented :) will be part of next release

Bottom line
— if you want something changed
— you have to say something!


https://opcug.ca/qa_recordings/20211222_PowerPoint.pdf

m Office to block VBA macros

* Visual Basic for Applications (VBA)

— VBA macros can automate things (a good thing)
— VBA macros can automate malicious things (a bad thing)

* Microsoft to block VBA macros starting April 2022

— in files that came from the Internet

1 SECURITY WARNING Macros have been disabled. Enable Content

@ SECURITY RISK Microsoft has blocked macros from running because the source of this file is untrusted. Learn More

« Work-around
— save file to disk

— right-click file, choose Properties
— General tab, select Unblock checkbox, click OK.

https:/ /techcommunity.microsoft.com/t5/microsoft-365-blog/helping-
users-stay-safe-blocking-internet-macros-by-default-in/ba-p /3071805



https://techcommunity.microsoft.com/t5/microsoft-365-blog/helping-users-stay-safe-blocking-internet-macros-by-default-in/ba-p/3071805

SmartApps

* Usetul apps for Android
smartphones and tablets

* What are your favourites?

SuggestionBox@opcug.ca



rShopping List 4
for Groceries /

Android

* Comes with big list of items

* Add more or change.

* You can set up stores

* Aisles items are on in them

* Get automatic price comparisons and calculations
* Much more (but I only use the basics)

https://play.google.com/store/apps/
details?id=com.RayDarLLC.rShopping




Stewart on

| ' GasBuddy

Android

* A user-generated fuel and gas station
reporting service

* Wikipedia for the internal combustion crowd!

* Earn points for reporting prices

* Use them to enter giveaways for fuel

Deal Alert: Eam 18¢ GasBack per gallon

S| Speedway | $2.63

/51 Union Dr & S Main St

 Unless you live in Quebec... **)

https://play.google.com/store/apps/details?id=gbis.gbandroid




the WindowW?
Preparing to abandon,(ship

To-do list:

1

) Install Linux on the last remaining computer

2) Identify the current uses of Windows 10
) |
)

3
4) Find workaro- 1&\0 W& weo .ves exist

wnat %7

(
(
(3) Identify Linux-based alternati-- X0 \C_V\o\NQ'
(



Linux Security

Anti-virus
Not installed by default

. :
| Firewall
[— Installed but not activated



How-To Geek RENWSIETRR  f O Q =

Why You Dont Need an Antivirus On Linux (Usually)
@ o e s e

* Few Linux Viruses Exist in the Wild

* Limited market share (smaller target)

* More computer-literate users (geeks!)

* Limited (non-root) user accounts

* Applications downloaded using Package Managers
and Software Repositories

* Background security systems (AppArmor/SELinux)

* AV recommended for mail servers (users sharing
Windows file attachments)

https://www.howtogeek.com/135392/htg-explains-why-
you-dont-need-an-antivirus-on-linux-and-when-you-do/



&ROWDSTRIKE BLOG

Linux-Targeted Malware Increases by 35% in
2021: XorDDoS, Mirai and Mozi Most

Prevalent

Featured v Recent Videos Categorles ~

CATEGORIES

£» Endpoint & Cloud Security

J& Engineering & Tech

https;//www.crowdstrike.com/blog/
linux-targeted-malware-increased-by-35-percent-in-2021/



&ROWDSTR"(E BLOG Featured v  Recent Videos v  Categorles ~

CATEGORIES

Linux-Targeted Malware Increases by 35% in

2021: XorDDoS, Mirai and Mozi Most ¥ ExpoitGoutteatty
Prevalent I\ Engeamgated

https;//www.crowdstrike.com/blog/
linux-targeted-malware-increased-by-35-percent-in-2021/



Update Manager

File Edit View Help

L x|
Clear

Select All Refresh Install Updates

Type Upgrade Name

New version

27 updates selected (294MB)

wget ;s

& Retrieves files from the web 1394 T000N0R.L

"dgl'“t".s e S 1.1.2-1ubuntu2.2
Linux kernel 4.15.0.22.23

[ ’ & The Linux kemnel 02223 ]

apurt . .

! Install packages using the apt protocol - GTK+ frontend Q.52 X mInET
blueberry

! v A configuration tool for Bluetooth 3z2
xed

t (v Text editor 1.8.1+tara
xplayer

t Media player 1.8.1+tara
xreader

U & Document viewer L8 X%

t ey 1.8.1+tara
Image viewer
code

® & Code editing. Redefined 1:23:1-3525306403
docker-ce

® & Docker: the open-source application container engine TR0~ a uhoou)
sublime-text

® Sublime Text is a sophisticated text editor for code, markup and prose A6

Description | Changelog

@ Security update
4+ Kernel update
+ Software update

® Third-party update




e .

Clam

ClamAV® is an open-source antivirus engine for detecting trojans, viruses, malware & other malicious threats.

The Standard

ClamAV® is the open-source standard for

mail gateway-scanning software.
https://www.clamav.net



Open-source (GPL)

Email, web scanning, and endpoint security
Flexible and scalable multi-threaded daemon
ClamOnAcc client for the ClamD scanning daemon
provides on-access scanning

Command-line scanner

Advanced tool for automatic database updates
Virus database updated multiple times per day.
Built-in support for various archive formats
including ZIP, Tar, GZIP

“ClamAYV brought to you by Cisco Systems, Inc.”




Software Manager £

< a clam ‘ = R

Gnome-chess

Simple chess game

Editors' Picks
il ® @
Calibre Steam Spotify Inkscape Stellarium Virtualbox
E2 Q
¥ B @ 2 B
Dropbox Cheese Audacity Sublime GNOME Maps Wine
Categories
‘ Accessories ‘ i Fonts ’ ’ Games ' ‘ Graphics

\
1 1 - . ‘
‘ Internet ‘ ’ Office ' [ Programming ’ Science and Education ‘
|
\

‘ Sound and video ‘ [ System tools ' ’ Flatpak ! ‘ All Applications




&

Software Manager

&« ‘Q clam ﬂ] ’ R

Clamtk Pkl 3.8
Graphical front-end for ClamAV 72 Reviews
‘ Clamav-base Fokokokk 5.0
Anti-virus utility For Unix - base package 1 Reviews
Clamav-daemon Pk 5.0
Anti-virus utility for Unix - scanner daesmon 1 Reviews

v
@fnlzw Software Manager
@ Clam 6

(| ctn Clamtk

e Graphical front-end for ClamAV

W o Fidokio 3.8

72 Reviews

car | ClamTk is a graphical front-end for Clam Antivirus.

It is designed to be an easy-to-use, lightweight, on-demand antivirus scanner for Linux systems.




Virus Scanner

Configuration

S) ]

Settings Whitelist
History

Quarantine

Update
Assistant

Analysis

-
&

Scan a file

Scan a directory

An update is available

Network

0

Analysis

Scheduler




[ Virus Scanner | (i ] S, 4
Configuration
(E] | ﬁl@“idimcmq 0
-
Settings | O Recent <« | ]| media DataDiskw ,
History 1 Name v | Size ' Type ' Modified
s B Desktop @ carsp Fri
S8 @ Documents = di Fri
History - dd
@ Downloads @@ Excel Wed
Updates 1 @ Music @@ ol_test 13 Oct
@ Pictures @ GPS Fri
Update @ Videos @@ high_tech 5 Dec2019
@ income_tax... Fri
S 7| BGBSDCARD = e
Analysis } @ jlc 15 Jan
8 4+ Other Locations @ linux_north Thu
scama il Hoews . Tw
@ pages 11 Jul 2017
@ RSR_2019 12 Apr
An update is ava @@ RSR_2020 20 Apr
ﬁ @ VRU 4 Jul 2019
@@ web_site 21 Dec 2020
@ word Sun
= Nikon Servi... 50.8kB Document 17 Sep
Cancel OK




Virus Scanner I (i ) - %

ConFiguration
=) & & ©
Settings Whitelist Network Scheduler
History

Quarantine

Please wait...

Scanning OPCUG_Presentations.odt...

Files scanned: 31
Possible threats: 0

Scan a file

An update is available




Virus Scanner | i ] - X

Configuration
=) & @
Settinas Whitelist Network Scheduler
History
H: o)
History Quarantine

Complete

Scanning o X

0 No threats found

Possible th

Files scannj

Scan a file

An update is available




Linux Mint Firewall

Re: Does LM come w/ a firewall enabled by default? ce

% by spamegg * Mon Jul 13, 2020 5:33 am

It comes with a firewall but it is disabled by default. Go to Menu, type Firewall Configuration,
enter your sudo password. Then you can enable it by clicking the Status button:

PROGRAM WORK
NOBODY

ATTACHMENTS

spamegg
Level 6

[ L]

Firewall

File Edit Help
Posts; 1420
Joined: Mon Oct 28, 2019 2:24

Firewall 2r

Profile: Home ~
Status:

Incoming: Deny ~

Outgoing: Allow ~

https://forums.linuxmint.com/viewtopic.php?t=324747



DataDisk

}’ fird

Firewall Configuration
An easy way to configure your firewall




Firewall

File Edit Help

Firewall
Profile: I Home hd l
Status: o I ] \" }
Incoming: ‘ Deny v’
Outgoing: ‘Allow v‘

Log ’

l ﬁ Rules

Report

Getting started

An uncomplicated way to manage your firewall,
powered by ufw. Easy, simple, nice and useful! 3)

Uncomplicated

If you are a normal user, you will De sare wWith tnis
setting (Status=0n, Incoming=Deny,
Outgoing=Allow). Remember to append allow
rules for your P2P apps:

Basic

» - ———

weolling: | Deny v
WER\ng: | Allow

| Firewall




toaster@i7-Inspiron: ~ = S X
File Edit View Search
‘toaster@i7-Inspiron:
[sudo] password for

Firewall is active and enabled on system startup
‘toaster@i7-Inspiron: $|:|

sudo ufw enable




— ) OTTAWA

— PC NEWS

Volume 35, Number 8 October 2018

ARTICLE

Public DNS Resolvers s cuissyor

he Domain Name System Performance and privacy Quad9 was started 1n August, 2016. It
I (DNS) was developed because gets its name from the IP address of the
humans can remember a domain Two public DNSs that address perfor- service - 9.9.9.9. It uses over 800 TB
name like opcug.ca far easier than an mance and privacy are Cloudflare DN'S 4 d boo ;n i] R T
IP address like 206.47.13.75. DNS re- and Google ng:;ic' I?Nfci Bolt? h:v'c ; e C‘i‘;?“jhj: tg‘ﬁlf;‘;‘(‘f‘g{l:é’;‘g’;‘c“;:?t -
solves domain names to IP addresses. SCrvers around the world on high-spee extend blocking to “objectionable”

connections. Both are free for all. in- AR DU R e AT ST T

https://opcug.ca/Articles/1810NEWS.pdf



Wireless
® Duckpond
Duckpond-5G

NETGEAR31

[ Network Settings ]

Network Connections

0@ = [2] &4 [ Tue 9 Nov12:01




Network - 9 |
_ gy Wi-Fi
Wi-Fi P2P ? Connected g
Mebwork proxy
Duckpond +
Duckpond-5G
EJ Use as Hotspot... ‘ ‘ Conneck to Hidden Mebwork... ‘ | History




Network = SI x

— e NAMEEE
\ Duckpond _o-

Details

. IPvd
id | Security

Identi
PV pumssoren ] |8 ¥
IPV6 a8
a8
1 L
Server |9.9.9.9 ‘ |E| a <
J

| =]
Routes Automatic g
|

Address |

‘ Cancel H Apply ‘

l:J Use as Hobspot... Connect to Hidden Metwork... History




tpe Window>
Preparing to abandon/<ship

To-do list:

1) Install Linux

)

2) Identify the c
)
)

@

3

4) Find workarc

Identify Linu 4



m Safely Remove external drives

When you have an external storage device

* flash drive, external hard drive, etc.
Windows displays

* Safely Remove Hardware and Eject Media

in system tray (bottom-right section of Taskbar)

Click for listing of external drives SRt
«- Lject USE to Sensl-ATA bridge

- File Mistory (Z:)

B Eject My Book

H My Fook (S

Safely Remove Hardware and Eject Media
Y T 2022-02-03 7

Click on any drive listed to disconnect it [* =

Safe To Remove Hardware

The 'USB Mass Storage Device' device
can now be safely removed from the

computer.



But do you need to?

In the old days...definitely

Information might not have been completely written to drive
* information could be lost/corrupted if you just pulled the drive

Since Windows 10 v1809 (released 2018-112)
Microsoft changed default behaviour for external storage

e Quick removal: This policy manages storage operations in a manner that keeps the device
ready to remove at any time. You can remove the device without using the Safely Remove

Hardware process. However, to do this, Windows cannot cache disk write operations. This may

degrade system performance.

https:/ /docs.microsoft.com/en-US/windows/client-

management/change-default-removal-policy-external-storage-media



m So safe to pull?

® Quick removal: This policy manages storage operations in a manner that keeps the device
ready to remove at any time. You can remove the device without using the Safely Remove

Hardware process. However, to do this, Windows cannot cache disk write operations. This may
degrade system performance.

As long as you don’t have any open files on the drive
* you can just pull the external drive and not lose anything

You know you have no open files, right?
...that’s what I thought
...mme neither

Sometimes when I try to Safely Remove Lo

[ even When I know I don’t have any Open files I This de.vice is cur'rently in use. Close any ptogram‘s or windows
. that might be using the device, and then try again.
on the drive




m What program is using device?

* LockHunter
— can tell you what programs are “locking” the drive
— right-click any file/folder/drive
- choose What is locking this file/folder

Tee Latue S A TR
- e * Ty Wiz v ) et th WDAIEGE
1
o IND RW D 554 - Narne Owiw o) '
= —_ —_—_ L
- —_— 20200731 RemicRagids 2000.07 ” POTWIE =2
202207 -Nagan w2 0t | Elm . . e o ] = !2‘
i v o ol What irocesses are odong the et [ ™ore dutai
EB Scan Meroaoht Dvfenche Fones " :
fmPhctoftlook
Tum o ssckm mPhctollon:
Googh O 20 i m
[ what is locking s fai? | Goagh Drive -
5) Goog ve-okd AR P

Open i rwew mtndan
it tu Qraicke acieds Vihat o dy weith P locked Me okl ¥

Oops - I do have an open file S
* data could be lost if drive pulled = BNl = |2

https:/ /lockhunter.com/

»System, Explorer
e shouldn’t be of concern




m Bottom line

o [ still think it is safest to use

— Safely Remove Hardware and Eject Media
° If I get a message _

This device is currently in use. Close any programs or windows
! that might be using the device, and then try again,

E=T

— T'use LockHunter to see if I have any files open
— if not, [ pull the drive

But I still wonder...
* is it okay to pull if System or Explorer are “locking” drive?

 absolute safest: do a Sign out or Shut down
* please tell me if I am being overly paranoid!




Privacy
Online

Part 6 - Privacy Policies



Any other:

Questions
Comments

Shares?



OPCUG
TECH
TALKS

A monthly series of
Tech Talks that will

be free to OPCUG
members and available
to non-members for a
registration fee of $20

- which will include a

one-year membership
in the club!

See the up-coming
March newsletter
for details....



Two Good to Miss!

* Join OPCUG before March 315t

» Pay the annual membership fee of $20.00
* Receive a free-year’s membership

Two years for
the price of one!

https://opcug.ca/join-or-renew/



NeX'I' Q&A
Feb 23prq

Send your questions,
answers, and topics
you wish to share to:

SuggestionBox@opcug.ca






