Alan German & Chris Taylor
Ottawa PC Users’ Group



m Audio recording

Everyone: Remind Chris to
mute all and start the
audio recording!
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2021 Member Survey on Meeting Setting | i

At some point, in-person meetings will be feasible and while the Board recognizes the need
for continued video conferencing options, it wishes to know members’ thoughts on returning
to in-person meetings. Please take 5 minutes to complete this anonymous survey.

» Zoom video-conferencing is highly likely to continue
* Do members want in-person meetings as well?
* All members are encouraged to fill out the survey (5 min)

https:/ /tinyurl.com/opcug-survey

Thanks to Lynda Buske for designing the survey




Remember when...

Chris thought UPnP was
no big deal...

June 274, Chris admitted he
was wrong...



Restore points

Chris was wrong...

...again



LEC  Restore points

Problem See this section
Your PC isn't working well and you recently installed an update. Remove an installed Windows
update

Your PC isn't working well and it's been iwhi‘[e;ince you installed Reset your PC
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You want to reinstali your previous operating system. Go back to your previous version ot
Windows

Your PC isn't working well and you recently installed an app. Restore from a system restore point

Restore from a system restore point

This option takes your PC back to an earlier point in time, called a system restore point. Restore points are
generated when you install a new app or driver, and when you create a restore point manually. Restoring
won't affect your personal files, but it will remove apps, drivers, and updates installed after the restore point
was made.

https:/ /support.microsoft.com/en-us/windows/recovery-options-in-windows-
31ce2444-7de3-818c-d626-e3b5a3024dab



https://support.microsoft.com/en-us/windows/recovery-options-in-windows-31ce2444-7de3-818c-d626-e3b5a3024da5

Restore points

June 23

Chris didn’t know anyone
who saved their system with
restore points

...others said restore
points worked for them



Restore points

Chris said — for him —restore
points just wasted GB of disk
space

Chris checked & restore
points were enabled

Chris: I will fix that later



Restore points

* July 16...

— Chris right clicked on Start and chose
Computer Management

— Windows said an administrator had
restricted access to that _ ,

— oh-oh...
— rebooted
— Windows didn’t load

- offered to attempt a restore




Restore points

[t worked!



Restore points

 Bottom line
— could have restored drive C
from image backup

- wouldn’t have lost important data
(on other drives)

— restore point recovery much faster

— Chris glad he didn’t get around to “fixing”

(i.e. eliminating) those useless, disk-space-
wasting restore points!



m Cx File Explorer

Alan was
also wrong...

%

Y

...and probably not for the first time!




* [said that Cx File Explorer knows about PDF
files and has a built-in PDF viewer

* There is a built in image viewer, audio player,
and video player - but no PDF viewer

* [ actually have MuPDF viewer installed

MuPDF viewer

Artifex Software LLC Books & Reference * kA k¥ 306 2

€ Everyone

https://play.google.com/store/apps/details?
id=com.artifex.mupdf.viewer.app
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Zoom the display

Tap on right
side of screen
- Moves down

Setting Up a New Computer — Bz

n the first article in this series, we
showed how to perform the initial

y : 2 * If you don

setup of a new computer, The next favourite di
tasks are to ensure that the Windows and Chris s
operating system is fully up to date, :
and to create a comprehensive set of EZ?;;,:"::;
system backups, but not necessarily in Beckus F
that order! PRSI AN

programs t

Disk Imaging
Qur first suggestion is to download and Windows Upda
install your favourite disk imaging soft- It's practically ce
ware* and make a full system backup of Windows that
to an external USB drive. Create a new computer, and ¢
folder on the USB drive and give ita provided on any
name such as ModelNo Backups not be up to date
(where ModelINo is the identifier for been installed or
your new computer.) Save the disk copied to an inst

image to a file named Mod- some time ago a




SYSIEm DACKUPS, DUT NOT Necessariy In
that order!

Disk Imaging

Our first suggestion is to download and
mnstall your favourite disk imaging soft-
ware* and make a full system backup
to an external USB drive. Create a new
folder on the USB drive and give it a
name such as ModeiNo_Backups
(where ModelNo is the identifier for
your new computer.) Save the disk
image to a file named Mod-

eINo AsReceived. xxxx (where the file
extension will be determined by the
imaging software.

We know that, since we have already
installed the imaging software, this
backup isn't quite "as received" but it's
as close as we can get without some
fancier footwork, and it's certainly
close enough for our purposes.

We now have a full system backup
image that we can restore should any-
thing go wrong with the next steps. In
particular, this backup will restore all
the initial setup procedures that we
spent considerable time and effort im-
plementing! So, now it's time to move
on and ensure that the operating system
is fully up to date.

Backup Fre
programs t

Windows Upda

It's pragically c¢

been nstalled or
copied to an inst
some time ago ai
for the operating
monthly (at a mi
likely be availab
now be installed

By navigating to
gear wheel icon)
Windows Updat
ing system and |
dates. Click on |
ton and be patier
process runs to ¢
message now in
to date”, press tt
button to determ
dates trigger any
it is sometimes n
updates several t
returns " You're 1
a row and you ct
this is indeed the

Next Meeting: VEDNE!

Tap on right
side of screen
- Moves down
- then moves
across the page
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Q Windows Game Mode

* I don't do any PC gaming so I have always
just turned this setting oft

* | have been wondering if enabling game
mode might help other apps run more
etfectively

* Would enabling game mode be useful on a
low powered PC that struggles with Zoom
sessions that are graphics intensive ?



Settings - Gaming - Game Mode

< Settings . O
@ Home Game Mode

Find a setting When Game Mode is on, Windows optimizes your PC for play.
Gaming Game Mode

@ on

Learn more about Game Mode

@ Xbox Game Bar

Captures
Related settings

I ® Game Mode Graphics settings

@& Xbox Networking
(@ Gethelp

&  Give feedback




When you’re running a game, Game Mode:

* Prevents Windows Update from
performing driver installations and
sending restart notitfications.

* Helps achieve a more stable frame rate
depending on the specitfic game and
system.

https://support.xbox.com/en-CA/help/games-apps/
game-setup-and-play/use-game-mode-gaming-on-pc
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Windows 10 users should turn this feature off
now for better gaming performance

By Matt Hanson May 07, 2020

Game Mode causing problems

Many PC gamers have noticed that with Game Mode enabled, which should
usually prioritise games and minimise background tasks to improve
performance, many games actually encountered poorer frame rates, stutters
and freezes.

https://www.techradar.com/news/windows-10-users-
should-turn-this-feature-off-now-for-better-gaming-
performance



WiFi extenders

and security ‘ \
Are WiFi extenders safe & economical? Yes
What's best for security?
- WEP Noummunnt (add about 100 !s)
- Wired Equivalent Privacy - ha ha ha
— WPA2-PSK (AES) Yes

- WiFi Protected Access v2-pre-shared key
Advanced Encryption Standard for encryption

— WPA-PSK (TKIP) OK

- WiFi Protected Access-pre-shared key
Temporal Key Integrity Protocol for encryption OK

— WPA2-PSK (AES+TKIP)
- As above but allow both AES and TKIP for encryption



WiFi extenders
and security

| -~
s

- bad habit - try cold showers and long walks

* But do you have a choice?
— Chris assumed...

— you had to use the same SSID and security
- Wik in router
- any/all extenders

— anyone know?



Q HP ScanJet 6300C Scanner

* ] have an old but good
HP Scanjet 6300C Scanner
which I used with my
Windows XP machine

* [looked for Windows 10 drivers and found
that there are no HP drivers, but there are
other sites that claim to have drivers or
apps that would allow use of the scanner

* Are these safe to download and are they
likely to work?




A Third-party driver or VM

Drivers are pretty low-level software and
untrusted sources could be problematic

Why not install Windows XP in a virtual
machine (e.g. VirtualBox)?

Use the existing XP driver

Running XP just to use the scanner (no
Internet connection) would not produce a
security risk



Q WSL

* Has anyone used the Windows
Subsystem for Linux?

* What are its uses?

The Windows Subsystem for Linux lets
developers run a GNU/Linux environment
-- including most command-line tools,
utilities, and applications -- directly on
Windows, unmodified, without the
overhead of a traditional virtual machine
or dualboot setup.




pfSense Firewall

* Is anyone using this, with an old PC,
a Raspberry Pj, or...7?

[Fisense
OPEN SOURCE SECURITY

Secure networks start here.™ With thousands of
enterprises using pfSense® software, it is rapidly
becoming the world’s most trusted open source
network security solution.

https://www.pfsense.org



Fire Awareness Apps

* Timely release of a Canada-wide app to
raise awareness of fire conditions in your
area

 Available for both Apple & Android, with
a website for those without smartphones

https://www.newswire.ca/news-releases/free-new-canadian-
app-detects-and-maps-forest-fires-to-improve-response-and-
public-safety-856552493.html

Quebec specific
https://play.google.com/store/apps/details?id=ca.skex.sopfeu

Stewart Bruce




FireFringe

First Resource Management Group Inc  Weather * ok k 17 &
€t Everyone
X This 2pp Is not availabie Ir device

vl 0

My 19, 2021

Q &  September 04, 2020

https://play.google.com/store/apps/details?id=com.firefringe



Ransomware: Are you at risk?

#CBCLISTEN LiveRadio OnDemand CBCPodcasts CBC Music Playlists

Ontario Today with Rita Celli  ® Aired: ]111}7 20th, 2021

* Veteran cybersecurity
experts Aron Feuer and
Richard McDonald walk
you through what to do if
you're attacked and how
to protect yourself from
hackers.

https://www.cbc.ca/listen/live-radio/1-45-ontario-today/
clip/15856091-ransomeware-are-risk

Wayne Houston
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Cyber Security

Home - Publications -+ Cyber Security at Home and in The Office: Secure Your Devices, Computers, and Networks (ITSAP.00.007)

Cyber Security at Home and in The Office: Secure Your
Devices, Computers, and Networks (ITSAP.00.007)

R Download PDF (369.70 KB)
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OCTOBER 2020 AWARENESS SERIES ITSAP.00.007

https://www.cyber.gc.ca



Any other:

Questions
Comments

Shares?
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Send your questions,
answers, and topics
you wish to share to:

SuggestionBox@opcug.ca






