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Heads-up!
Speakers Wanted!

The club's meeting programme has been set until the en
current "season" (June, 2021). We are now looking to t
cupboard is bare. Topics on any aspect of computing a
and speakers to give presentation on those topics!

What sorts of issues would you like to hear about this f:
regular monthly meetings and the weekly Q&A session
|Board of Directors welcomes all your suggestions.
Also, do you know of any individual or group who wou
to make a presentation to our club? Identifying speaker
challenging for the small team of individuals who work
meeting programme to you. Any assistance that you ca
regard would be doubly welcome.

Perhaps you have a specific computing interest that other club members would find informative,
entertaining. Do you run a local area network on your home system? Does it include a NAS co!

SuggestionBox@opcug.ca



Members Favourites
september 8, 2021

My favourite whatchamacallit

Have you noticed that presentations at Members' Favourites' nights are almost
exclusively given by Board members? We want to change this by re-activating an
idea from a year ago - with a twist! We have scheduled a Members' Favourites'
night for September, 2021. At this meeting we will offer a 2TB portable USB drive
as the prize for the member giving the best presentation. (Current members of the
Board of Directors will not be eligible for the prize.) A real-time poll over Zoom
will allow all those present to cast their vote for the members' favourite!

You have lots of time to consider your topic of choice, sharpen your thesis on the
issues involved, and create your presentation masterpiece with which to wow the
crowd. So start planning your presentation today. September 8 - and a possible
external USB drive - beckon!




m Software backup via FIP/SFTP
m Software backup via FTP/SFTP

* Compressed - preferably ZIP or 7z

* Encrypted- preferably aes256

* Incrementals

* command line control

» Easily find & restore file/folder/disk easily
and replicating hierarchy. '

* Shadow copies to handle open files

« Continue interrupted backups

« Background backups at low priority on
CPU(multithreaded nice) or bandwidth

* Timestamps on backups
* Version controls Tom Trottier

 Chris suggested most regular backup programs
could accomplish this

— EaseUS Todo Backup
— copies the normal image backup file to FTP



Kevin Stratvert

— Top 20 Zoom Tips & Tricks
- https:/ /www.youtube.com/watch?v=UEABW3ddZkc

— Top 20 video hacks in Zoom
- https:/ /www.youtube.com/watch?v=ImSBKHZBSnI

— Top new features in Zoom
- https:/ /www.youtube.com/watch?v=WjwZTRve3Zc

You({ /)



https://www.youtube.com/watch?v=UEABW3ddZkc
https://www.youtube.com/watch?v=ImSBKHZBSnI
https://www.youtube.com/watch?v=WjwZTRve3Zc

rnA“n What's Currently

WATCH!  in Circulation?

Have you received any scam messages or
telephone calls recently?

Send us a copy (anonymized) of the
message or a description of the call.

At the Q&A session on April 7" we will
review all submissions.



g | Speakers Wanted - Mozilla Thunderbird
Eile Edit View Go Message Tocls Help

L?Get Messages v # Wirite @Address Book A\ Previous Vv Next ‘
|

From Chris Taylor © Reply - Forward (3 Archive @) Junk
Subject Financial info. needed

..................

Chris248

'_ ) Help! I have been
" arrested in Miami and
need you to wire me

bail money. Send $500
1n Bitcoin fo 786-143-
8481 urgently




Q Members’ Favourites poll

* Members’ Favourites in September

— a non-board member will win a
prize for best presentation

— 2 TB portable, external hard drive,
value: approx. $85
* Tonight
— we will test the polling




PinePower - 120W Power Supply

https://www.youtube.com/watch?v=60I1GOXmHtcY



PinePower - 120W
Desktop Power
Supply - US Version

Community price: ©

1 x USB-C PD PORT 65 W

1 x USB-A QC3.0 PORT 18 W

3 x USB-A PORTS 15 W (each port)
WIRELESS Q Charging 10 W (fast)

Individual port voltage/current status display

https://pine64.com/product/pinepower-120w-
desktop-power-supply-us-version/?v=0446c16e2e66



m KeePass auto-type

« OPCUG Mar meeting
— I showed how to use auto-type to
automate logging into a web site
* It can be easier than that!

Thanks to Jocelyn
for asking a question about auto-type
and Alan

for finding a video that showed some of this




m What I showed

Auto-type in operation

> VIRUSTOTAL
Sign In

ot Ve kel et B g

N In name

1 there already

Too much back-and-forth...




Auto-type setup

® et Eny
/ EditEntry

You're editing an existing entry.

Create KeePass entry for site Entry Advanced. Properties Auto-Type  History

| Tite Virus Total |

Set User name: [ username:  ctayior ca@outiook com |
to account name on site [P«*%W"‘d ssesesesscce |

Repeat sessesssscee

Quaity i 55 bits

lum hitps /iwww wiustotal com/guisign-n l

Set Password:

Still have to set up entry
in KeePass of course!

Notes {Demo logon

to password of account on site

Set URL: to sign-in page for site

2021-03-05 12:00.00 AM




M Can be as simple as...

2 VirusTotal

< cC 0 & https//www.virustotal.com/gui/sign-in

i Apps @ OPCUG Search @ TinyURL! s Bookmarks )7 Ottz

Go to web site login page
Click in field for user name
Sign In Press Ctrl-Alt-A

> ] VIRUSTOTAL

Not a VirusTotal member? Sign up

KeePass

» looks for entry with same name
as title bar of login screen

« feeds username and password

(] Remember me to web page

Works if
- Title bar of sign-in window same as entry in KeePass
- usernamef{tab}password{enter} works to log in
- KeePass is running and not locked
Ctrl-Alt-A can be customized If KeePass is running but locked, you are prompted for KeePass password




File Group Entty Find View Tools Help

o & i (_":’ - x‘ﬁ [ EAN J?. QA F- @ Search... -
w Passwords-Joe-User  Title User Name Password  URL Notes
o General /7 Demo paste.. 123456789 ~ saesesss
an .
2 Windows ~ Facebook JoeUser@example.com  ***Aee
¢ Network /7 Holiday Inn  JoeUser@example.com  ********
" Internet OMasterCard 00 seeasess
- eMail o Passpon ........
 Homebanking |5 ustotel claylrca@outiookeom 4+
B Recycle Bin F 3 =

Start in KeePass

) / - double-click to open browser at login page

Benefit

roup: Passwords-loe-User, Title: VirusTotal, User Name: claylor.ca@outlook.com, Password; ********
URL: https/Swww viustotal com/gul/san-in, Creation Time: 2020-07-21 11:22:06 AM, Last Modificati
Time: 2020-07-21 11:23:.01 AM

1 of 6 selected Ready,

- get right to correct login page
- you know KeePass is open and unlocked

Y] VisTotal

< CcC o0 & httpsy//www.virustotal.com/gui/sign-in

1 Apps @ OPCUGSearch @ TinyURL! s Bookmarks )7 Otfa

Click in field for user name
2] VIRUSTOTAL Press Ctrl-Alt-A

Sign In

Not a VirusTotal member? Sign u»

[[] remember me

Ctrl-Alt-A can be customized
if a conflict




Four
Most
common
reasons
for
failure




m Different keystrokes needed

Log in keystrokes not
{usernamej{tab}{password}{enter}

) Tabe Ity

"5/ EditEnuy

You're adting an wconng sy

o — .~ Override default
Auto-Type sequence

| covered this at March meeting

See also https://keepass.info/help/base/autotype.html)




L ] L ]
Sign in
New user? Create an account

Email address

Delay after entering email address

KeePass has sent password before Adobe asks for it

Edit default sequence
add {delay n}

n = milliseconds

You're editing an existing entry.

\ Entry Advanced Properties Auto-Type History
Enable auto-type for this entry
() InAigdefault auto-type sequence from group
(® Override d sequence:

Q( Edit Entry

{username}{entef{delay 500Hbassword{enter} | | Edit




m Login fields already filled in

BEST
BUYa

< Back to previous page

SignIn

Email Address

chris.taylor@opeug.cal

Password

Show

username already filled in

KeePass will duplicate email address

Edit default sequence
add {Clearfield} to delete what's there

You're editing an existing entry.

Q( Edit Entry

Entry Advanced Properties Auto-Type History

Enable auto-type for this entry
\ () Inherit default auto-type sequence from group
‘© Override default sequence:

{clearfield{fisername}{tabl{password}{enter} | | Edit l




Title bar / KeePass entry mismatch

[l Canada's Biggest Bookstore: Bu, X

C O & cuptnsindgocyena Chapters/Indigo title bar

X

s 10 vou1 e Canada’s Biggest Bookstore

ONLINE ACCOUNT

k-u,aaon ndq-co.rw-wk—-hn
CTRAIS & TEQILTY, WO rOVWS, See your plum
pamits. and more.

| don't want KeePass entry named that!

parvweed

Forpat yusr cenmenet!
not T

Make sure login page is open Click chevron

- select login page

Q( EQit Entry

GRINg AN axisng entry

Configure Auto-Type Item
Associate 5 window tale with a8 keystroke seque

Use custom sequences e
. o . iy Advanced Properties Auto-Type History
for specific windows ] i i i s i T

| * Lograch Presentaton
(®) Inhert defautt auto-type sequence from goup Tolal f"w "\5' N""’
() Overndo detaudt sequance . Canada's Biyjest Bookstore. Buy Books Toys, EBCOncs, Papel Stalioe
=L EUT AR D ACSAMORES oh) . e L x
USTANAME K TABHPASSWORDJENTER] qupa‘w‘,ssae L‘ml F’mear‘oul
(2 Usa custom K‘) b - OPCUG G-Suile IMAP - Mozda Thunderbad
=0 cusiom sequences for speciic wrdows I 1 Weaathar

(=)
lU ; P— [UBERNAME]
argel Wndow Sequence Add [_ oy
—

lM Inbox {1) - chnstophar ahin trgdor@agmiad com - Ganal

| Seftings
e [*ahmhv ot ma.mn qm- v
it e N TR TP e eweael] [URCT THORear




M Duplicate login page name

C 0 & henrys.com/Account/Signin

M HENRY’S

CANADA'S GREATEST CAMERA STORE

Existing Customer Sign-in
Email

==

cC o

X

& expedia.ca/user/sianin

eExpedia.ca
Sign in or select an option

Sign in with your email
Email Address »

When you auto-type (Ctrl-Alt-A)
box pops up
click the one you want

@

-\i,.\. Auto-Type Entry Selection

Multiple entries axist for the current window

The folowing entnes have baen found for the currently active target window. Please select tha entry that you want to
auto-type into the target window.

Title User Name URL Sequence

Claylor

s Henry's christaylor@opcug.ca  https://www.henrys.co.. [USERNAMEHTABHPAS...
+ Expedia christopherjohn.taylor.. httpsy//www.expediac.. (USERNAMEHTABHPAS..

Options Cancel




m Auto-type customizations

Lots of other customizations
available

Should handle just about any
circumstance

https://keepass.info/help/base/autotype.html




Two Good to Miss!

* Join OPCUG before March 315t

» Pay the annual membership fee of $20.00
* Receive a free-year’s membership

Two years for
the price of one!

https://opcug.ca/join-or-renew/



Full disk encryption?

* How do you encrypt your HDD/SSD via
hardware password using BIOS/UEFI?

* Does adding it delete all your current
data?




A BitLocker

* If you are using Windows 10 Pro then
you can use BitLocker encryption

* The encryption keys can be created in
software or stored in the computer’s
Trusted Platform Module (TPM) chip
on the motherboard (more common
with laptops)

Andrew Petrovic




BitLocker overview

BitLocker Drive Encryption is a data protection feature that integrates with the operating system and
addresses the threats of data theft or exposure from lost, stelen, or inappropriately decommissicned

computers.

BitLocker provides the most protection when used with a Trusted Platform Module (TPM) version 1.2 or
later. The TPM is a hardware component installed in many newer computers by the computer
manufacturers. It works with BitLocker to help protect user data and to ensure that a computer has not

been tampered with while the system was offline.

https://docs.microsoft.com/en-us/windows/security/
information-protection/bitlocker/bitlocker-overview



* If anyone steals your computer,
they cannot access the data

* The downside is that if you forget your access
password, there's no back door in!

* Encryption does not destroy the data on the
disk (but you would clearly make a backup ot
your data before encrypting it)



Self Encrypting Drives (SED)

Hardware-based full disk encryption
Common standards

— FIPS 140-2 and TCG Opal 2.0
Automatically encrypts and decrypts data
(transparent encryption)

Increasingly adopted by the government and
military for use in mission-critical applications

Normally expensive



* But, consider a conventional Samsung SSD

— Readily available for purchase for less
than $100

— Supports AES 256-bit hardware-based
encryption

(check the fine print)
— Compliant with TCG Opal
(unless FIPS 140-2 validation is required)

Samsung SSD Self-Encryption Provides
Highest Level of Protection against

Data Loss SAMSUNG




SED’s use an on-drive cryptoprocessor to
encrypt and decrypt your data

They generate a unique, randomized,
symmetric data encryption key (DEK) that's
stored in the drive itselt

The DEK never makes its way to the host
system’s RAM, where it can be attacked

Furthermore, because the DEK is stored within
the drive, its value is not known to the user

Users need to set a unique password on the
SED to have them lock when powered oftf



File and folder encryption

* If you have only a few files or
folders that contain sensitive
information, full-disk encryption
is the sledgehammer fix

* Why not encrypt a single
file, a folder of files, or a
“container”?




OTTAWA

*PC NEWS

January 2009

Volume 26, Number 1

PRODUCT REVIEW

File Encryption with AXCrypt o encemen

here is an enormous wealth of free software available from the open-source When encrypting a file, AxCrypt de-

community so, when you are looking for a specific utility, it's not hard to find mands that you enter the desired pass-

something that will readily do the job at hand. When it comes to file encryp- word twice in order to ensure that the
tion, one of the simpler open-source programs you can use 1s AxCrypt from Axan- two entries are consistent. The same

password must be entered before the

Gla vl ha danmmtad [ aan dan' Lo

tum Software AB in Sweden.

https://opcug.ca/Reviews/axcrypt.htm



“Legacy version”

https://www.axantum.com

PREMIUM BUSINESS

“Axcrypt 2”
ﬁ AxCrypt

https://axcrypt.net

FOR INDIVIDUALS FOR ORGANISATIONS

FREE
FOR EVERYONE

606 EAD 1760 CAD
0 cap 4.67 cap 13.50 cap
PER MONTH PERMONTH | PER USER
CREATE ACCOUNT START FREE MONTH START FREE MONTH
Feature Mac PC Feature Mac PC Feature Mac PC
Tverythang in free plas: Everything in Premivm plis

X X X X £
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Datalisk (D) » TopSecret

Fa

|:| Mame

[
code_cleaner_macro.docx
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offshore_funds.xls

8 passport.jpg

Date modified

2017-04-23 4:33 AM
2014-01-26 %43 AM
2007-07-26 &:44 PM

Size

153 KB
70 KB
242 KB
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TopSecret

Datalisk (D) » TopSecret

Fa

[] Mame

[~
M=| code cleaner macro.dock
i g
offshore_funds.xls

I passport,pg

Right-click

Date modified

2017-04-23 4:33 AM
2014-01-26 %43 AM
2007-07-26 &:44 PM

Size

153 KB
70 KB
242 KB



DataDisk (D:) » TopSecret

Fat

] Mame Date modified Type Size
code_cleaner_macro.docx 2017-04-23 4:38 AM Microsoft Word D... 15 KB
offshore {—— Sesmameaee Microsoft Excel 97... TOKE
6 passport,j 2= FastStone JPG File 242 KB
Mew
Print
B Share with Skype
[ Edit with Notepad++
[ W AxCrypt > Encrypt ]
id Scan with Microsoft Defender... ERCTYPL 2 COPY
Encrypt copy to .EXE
¥ What's locking this file?
Clear Passphrase Memory
| Share .
Make Key-File
Open with >
File Shredder > Shred and Delete
mi PowerRename About
Restore previous versions Language b
Send to b
Cut
Copy

Create shortcut
Delete

Rename

Properties




DataDisk (D:) * TopSecret

.""-\.

] MName

code_cleaner_macro.docx
offshore_funds.xls
B passport,jpg

Date modified Type Size
2017-04-23 4:38 AM Microzoft Word D... 15 KB
2014-01-26 %43 AM Microsoft Excel 97... TO KB
001-07-26 &:44 PM Faststone JPG File 247 KB
AxCrypt 1.7.3156.0 ot
Enter passphrase
| L L2l |
Verify passphrase
| L L2l |
Key-File

[ Jremember this for decryption
[]use as default for encryption

Cance

¥ecrets - On Line Password Manager




Datalisk () » TopSecret

o
[] Mame v Date modified Type Size
code_cleaner_macro.docx 2017-04-23 4:38 AM Microsoft Word D... 15 KB
‘ offshore_funds-xls.axx 2021-03-12 3:23 PM Ax Crypt Encrypte... 23 KB
@ passport.pg 2001-07-26 &:44 PM FastStone JPG File 242 KB

offshore funds-xls.axx



&=
FILE HOME Injury Mew Tab IMSERT PAGE LAYOUT FORMULAS DATA REVIEW WIEW DEVELOPER

Cut ) A
Y w Vrap Text =
Copy ~ =
Paste _ B I U Merge & Center oL o Conditional Format as
Format Painter - . " Formatting - Table
Clipboard fa Faont Alignment MNumber
. f 2
Text Import Wizard - Step 1 of 3 ? >

The Text Wizard has determined that your data is Delimited.
If this is correct, choose Next, or choose the data type that best describes your data.
Qriginal data type

Choose the file type that best describes your data:
- Characters such as commas or tabs separate each field.

@D

O Fixed width - Fields are aligned in columns with spaces between each field.

Start import at row: |1 = File origin: | 'Windows [&NSI) w

|:| My data has headers.

Preview of file D:\TopSecret\offshore_funds-xls.ax.

foi] O A ly, ;U2 1] 22EAB»wEBAR wwsBlplT «FTI [ e—Jdlhwe LIOHRpaTHITIEA £ ”~
ellsFveb3ly , BI1lv~85l68+2E" s+2~apud’ [<>0=50aLFA "t >210é%EXl2E} a0V} ~1T

| ITiEF

2B IR 205151005~ «gdEE+Tell Iba 1 cSE&IFEUHIAYE st a<00l) 2lFESE<I" @4 PHA

_'ED, +E; I6E " 1— 5-%El0) @0TE:e ; -78 , w2 v

Cancel = Bar Finish




DataDisk (D) » TopSecret

(] Mame Date modified Type Size
code_cleaner_macro.docx 2017-04-23 4:38 AM Microsoft Word D... 15 KB
@' offshg——— SR ) AxCrypt Encrypte... 25 KB
fH passp L] Py FastStone JPG File 242 KB

) Share with Skype
[ Edit with Notepad++

@ AxCrypt

Ea Scan with Microsoft Defender...

Rename

& What's locking this file?

Clear Passphrase Memory

& Share i
_ Make Key-File Ao Crypt 1.7.3156.0
Open with >
File Shredder b Shred and Delete bFFshurE_ﬁ..lnds—xls.axx
mil PowerRename About Enter passphrase
Restore previous versions Language | veesl
Send to > Key-File
Cut | | o]
Co
Py [ ]Remember this for decryption
Create shortcut [ ]Use as default for encryption
Delete | oK | | Cancel
Rename
¥ecrets - On Line Password Manager
Properties




Datalisk (O:) » TopSecret

F

[] Mame

[
code_cleaner_macro.docx

offshore_funds.xls
B passport,jpg

Date modified

2017-04-23 4:38 AM
2014-01-26 %:43 AM
2001-07-26 €44 PM

Type

Microsoft Word D...
Microsoft Excel 97...
FastStone JPG File

Size

15 KB
0 KB
242 KB



Encrypt an entire folder

Systerm Volume |
thunderbird
thunderbird_loca
TopSecret
transfer
utils
WriterP
i sync.ffs_db
‘%] BNS Canadian Bz
‘8] BNS Canadian Bz
cross_canada_ne
default.htm
@ dont-forget.png
linux.htm

Mo

UFEII I ¥FIVIOLLll
& Play with VLC media player Jlder
= Id
Ea Scan with Microsoft Defender... o
blcler
¥ What's locking this folder? ,{,MEF
Give access to blder
Restore previous versions plder
W AxCrypt Encrypt

Create 150 from Folder...

Burn Folder Contents...

Include in library
Pin to Start
File Shredder

PowerRename

Encrypt a copy
Encrypt copy to .EXE

Decrypt

Eename

Clear Passphrase Memory
Make Key-File




System Velume Information
thunderbird
thunderbird_local_folders
TopSecret

transfer

utils

WriterP
ﬂ sync.ffs_db

F‘ﬁ BMS Canadian Banks Deposit Motes...
& BMS Canadian Banks Deposit Motes...

cross_canada_news_gatherer.htm
default.htm

@ dont-forget.png

linux.htrn

2021-03-01 1:51 AM
2021-03-11 12:58 PM
2021-03-08 11:08 AM
2021-03-12 3:37 PM
2021-03-12 113 PM
2020-02-24 2:01 PM
2020-11-04 959 AM
2021-03-12 2:28 PM
2021-03-09 2:32 PM
2021-03-09 1:44 PM
2012-03-12 10:28 AM
2020-12-09 4:50 PM
2021-03-09 10:14 PM
2021-01-23 2:06 PM

File folder
File folder
File folder
File folder
File folder
File folder
File folder
FreeFileSync Sync...
PDF-XChange Vie...
PDF-XChange Vie...
Vivaldi HTML Doc...
Vivaldi HTML Dec...
FastStone PMG File
Vivaldi HTML Dec...

89 KB
221 KB
594 KB

3 KB
5 KB
60 KB
4 KB



System Velume Information

thunderbird

thunderbird_local_folders
TopSecret

transfer

utils

WriterP
ﬂ sync.ffs_db

EE —nm o~ .- [ R

DataDisk (D:) > TopSecret

.

[] Mame

[] ﬁ code_cleaner_macro-docx.axx

ﬁ offshore_funds-xls.axx
ﬂ passport-|pg.axx

2021-03-01 1:51 AM
2021-03-11 12:58 PM
2021-03-08 11:08 AM
2021-03-12 3:37 PM
2021-03-12 113 PM
2020-02-24 2:01 PM
2020-11-04 959 AM
2021-03-12 2:28 PM

e e mm e e P m 3

Date modified

File folder
File folder
File folder
File folder
File folder
File folder
File folder

FreeFileSync Sync... 89 KB

L

2021-03-12 3:37 PM
2021-03-12 3:37 PM
2021-03-12 3:37 PM

s - pe

Type Size

AxCrypt Encrypte... 15 KB
AxCrypt Encrypte... 25 KB
AxCrypt Encrypte... 242 KB



Page 6

Multi-Platform Encryption e e ceme

Crypt. an open-source encryption

utility. to store a number of indi-
vidual files in an encrypted container
(folder). However, in 2014, the pro-
gram’s developers abruptly indicated that
they would no longer support the soft-
ware and suggested that users should
switch to Microsoft’s BitLocker product.
Now, I had several issues with this
“solution”. Firstly, BitLocker is only
available in certain editions of Windows
~ typically the “ultimate” type versions -

F or a number of years I used True-

Password". and checking the box labelled
"TrueCrypt Mode". Finally, I had to enter
the old password for the encrypted folder,
and the new password (in duplicate). For
my purposes, I made the “new” password
the same as the old password since all [ was
really doing was accessing the container in
TrueCrypt format and converting it to Vera-
Crypt format.

The folder could then be mounted using any
available driver letter to create a virtual
drive. This drive then provided access to the
now-unencrypted files in the container.

FreeFileSync) do not consider that any
changes have taken place. and will omit
the encrypted folder from the standard
backup process.

In the Linux world, the “touch™ command
can be used to change the time-date
stamp on a file or a folder to that when
the command is activated. A nice feature
of this command is that it can be run as
part of a script file to un-encrypt/re-
encrypt a folder. Fortunately, this same
command has been compiled as an exe-
cutable Windows’ program (touch.exe)

https://opcug.ca/Articles/1609.pdf

Veracrypt
https://www.idrix.fr




o VeraCrypt — X
Velumes  System  Favorites  Tools  Settings  Help Homepage

Crive  Volume Size  Encryption Algorithm Type =

o) A
jos) B
o
o (3
o H:
jo I -
i
o K
o L:
o) M
o N "

Create Volume Volume Properties. .. Wipe Cache

Vol

hd Select File...
L

verciPt - [Z]Never save history Volume Tools... Select Device. ..

Mount Auto-Mount Devices Dismaunt All Exit




M VeraCrypt Volume Creation Wizard

VeraCrypt Volume Creation Wizard

(® Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended for inexperienced
users.

More information

() Encrypt a non-system partition/drive

Encrypts a non-system partition on any internal or external drive (e.qg. a flash
drive). Optionally, creates a hidden volume.

() Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed. Anyone who wants to
gain access and use the system, read and write files, etc,, will need to enter
the correct password each time before Windows boots. Optionally, creates a
hidden system.

More information about system encryption

Help <Batk Next > | Cancel




% VeraCrypt Volume Creation Wizard

Volume Type

(® Standard VeraCrypt volume

Select this option if you want to create a normal VeraCrypt volume.

() Hidden VeraCrypt volume

It may happen that you are forced by somebody to reveal the password to an
encrypted volume. There are many situations where you cannot refuse to
reveal the password (for example, due to extortion). Using a so-called hidden
volume allows you to solve such situations without revealing the password to

your volume.

More information about hidden volumes

Next >




% VeraCrypt Volume Creation Wizard

Volume Location

Never save history

the container to be created.

are about to create now.

A VeraCrypt volume can reside in a file {(called VeraCrypt container), which can reside
on a hard disk, on a USB flash drive, etc. A VeraCrypt container is just like any
normal file (it can be, for example, moved or deleted as any normal file). Click 'Select
File' to choose a filename for the container and to select the location where you wish

WARNING: If you select an existing file, VeraCrypt will NOT encrypt it; the file will be
deleted and replaced with the newly created VeraCrypt container. You will be able to
encrypt existing files (later on) by moving them to the VeraCrypt container that you

< Back

Next > Cancel




% VeraCrypt Volume Creation Wizard _— X
Encryption Options

Encryption Algorithm
IAES M ‘ | Test
FIPS-approved cipher (Rijndael, published in 1998) that may be used by U.S.

government departments and agencies to protect dassified information up to the
Top Secret level, 256-bit key, 128-bit block, 14 rounds (AES-256). Mode of

operation is XTS.

More information on AES Benchmark
Hash Algorithm

tSHA-Slz v ! Information on hash algorithms

Hep < Back Next > Cancel




M VeraCrypt Volume Creation Wizard

SHA-512

Whirlpool
SHA-256
Streeb

e |

Encryptibn Optic

Encryption Algorithm

AES

serpent
Twofish
Camellia

Encryption Algorithm

AES
FIPS-approved cipher (Rij
government departments

Top Secret level, 256-bit k
operation is XTS.

More information on AES

Kuznyechik
AES(Twofish)
AES(Twofish(Serpent))
Serpent(AES)
Serpent{Twofish(AES))
Twofish(Serpent)
Camellia(Kuznyechik)
Kuznyechik({Twofish)
Camellia(Serpent)
Kuznyechik{AES)

Kuznyechik(Serpent{Camellia

Hash Algorithm

SHA-512

¥

Information on hash algorithms

Next =




% VeraCrypt Volume Creation Wizard

Volume Size

40| Ok @M (Oe (OB

Free space on drive d:\ is 10.93 GiB

Please specify the size of the container you want to create,
If you create a dynamic (sparse-file) container, this parameter will specify its
maximum possible size.

Note that the minimum possible size of a FAT volume is 292 KiB. The minimum possible
size of an exFAT volume is 424 KiB. The minimum possible size of an NTFS volume is
3792 KiB. The minimum possible size of an ReFS volume is 642 MiB.

Hep | | <Back Next > Cancel




M VeraCrypt Volume Creation Wizard - X

Volume Password

Password; | ®eee

Confirm: sons

[Juse keyfiles s
[CIpisplay password el
[Juse PiM

Itis very important that you choose a good password. You should avoid choosing
one that contains only a single word that can be found in a dictionary (or a
combination of 2, 3, or 4 such words). It should not contain any names or dates of
birth. It should not be easy to guess. A good password is a random combination of
upper and lower case letters, numbers, and spedal characters, suchas @ *=§* +
etc. We recommend choosing a password consisting of 20 or more characters (the
longer, the better). The maximum possible length is 128 characters.




M VeraCrypt Volume Creation Wizard -

Volume Password

Password: | ®eee

Confirm: | ®®®e

[Juse keyfiles | Keyfies. .

.t .. .l : Clmiaalass SO
( VeraCrypt Volume Creation Wizard

| ' I
:

d. You should avoid choosing
in a dictionary (or a
ot contain any names or dates of
sword is a random combination of
We recommend choosing a password consisting of 20 or characters, suchas @ *=$* +

more characters. Are you sure you want to use a short of 20 or more characters (the
password? is 128 characters.

WARNING: Short passwords are easy to crack using brute
force techniques!

Yes No

VETGETYPL




v VeraCrypt Volume Creation Wizard

— X
Volume Format
Ll [] Quick Format
orma
Filesystem Cluster
SYS \FAT | .Default v o 2
Random Pool: 44— .+/++/+// /X, =++4X . X[ [ == ]

Header Key: AAXAAAANAAKNKRARNKAKNKRRNKNRN A KA R
Master Key: AAKAAAAAAKANRAKAKRARNARAKA RN AN NS

Abort
Done Speed Left

IMPORTANT: Move your mouse as randomly as possible within this window. The
longer you move it, the better. This significantly increases the cryptoaraphic strength
of the encryption keys. Then dick Format to create the volume.

Randomness Collected From Mouse Movements

| Hep | | <Back Format Cancel




M VeraCrypt Volume Creation Wizard

- X
Volume Format
Options .
Filesystem |FAT | Cluster Default | (] Quick F.°"“at
e == [Joynamic
RandomPool: +,+—, ++—4=. o/ /==, =0, —K—4 . —4*4 . []

Header Key: AXAAKAXAAXNARARNANARAANANNAN KA AN
Master Key: AAANAXKANKAN AN KA KRN KKK KAKN AN KK KA

| [ Abet |
Done | Speed| Left

IMPORTANT: Move your mouse as randomly as possible within this window. The
longer you move it, the better. This significantly increases the cryptographic strength
of the encryption keys. Then dick Format to create the volume.

Randomness Collected From Mouse Movements

Help < Back Format Cancel

N




¥ VeraCrypt Volume Creation Wizard —

Volume Format
ti
Dptans Quick Format
Filesystem FAT Cluster | Default .
Dynamic
RandomPool: ., /.. %+, 5%/, +, M=/, o=/ ]

Header Key: AAAXAANAAAANANANARAKNANNA AR NN NN A
Master Key: A AAKANKANKAKANKAKN AN KRR AN K AN KAX AN

eraCrypt Volume Creation Wizard X
‘ Abort
MiB/s Left | 575
The VeraCrypt volume has been successfully created.
s possible within this window. The
y increases the cryptographic strength

reate the volume.

OK

Randomness Collected From Mouse Movements
i |

Help < Back Format Cancel
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. VeraCrypt — >
Volumes  System Favorites  Tools  Settings  Help Homepage

Drive  Valume Size Encryption Algorithm Type "

) O

L P

)

o

i T

o LU

o) V'

o) W

=s: |
) Y

=) Z: v

Create Volume Yolume Properties... Wipe Cache

Volume

« |

VeraCrypl

D:\StrongBox w Select File. .. ]

Never save history Volume Tools. .. Select Device. ..

‘ | Mount || Auto-Mount Devices Dismaunt All Exit




M VeraCrypt — >
Volumes System  Favorites Tools  Settings  Help Homepage

Drive  Volume Size  Encryption Algorithm Type "

i O

| P

) Q:

o R

o T3

o L

o V'

W Enter password for D:\StrongBox

i X

o) '

Password: | sewes| =
) 7% ;
PKCS-5PRF: | Autodetection ~ | [] TrueCrypt Mode Cancel -
[ Juse PIM
[ ] cache passwords and keyfiles in memary
Vol 1
| [ ] Display password
: [ Juse keyfiles Keyfiles... Mount Options...
| Mever save history T Device...
Mount ‘ Auto-Mount Devices Dismount Al Exit




VeraCrypt

Please wait...

This process may take a long time and VeraCrypt may seem unresponsive.
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Volurmes Systemm  Favontes Tools  Settings  Help Homepage

Drive  Volume Size Encryption Algorithm Type =

o)
| P2
=lo}
o R
o) T
o
o V'
o) W

X: D:\strongBox 39.8MB AES Mormal

Create Vaolume Yolume Properties,.. Wipe Cache
Volume
u D:\StrongBox b Select File...
— Mever save history Volume Tools. .. Select Device...

‘ | Dismournt ” Auto-Mount Devices Dismount All Exit




This PC

~ Folders (7)
* =
» 3
. 4
i Videos

3D Objects

Downloads

~ Devices and drives (5)
Windows 10(C:)

[ |

Mg 71,4 GB free of 139 GB
SD HC 8GBSDCARD (S:)
==7 1.72 GB free of 7.44 GB

Desktop

ﬁ Music

DataDisk (L)
[
10.8 GB free of 16.6 GB

w & 2 Search This PC

Documents

Pictures

SILICOM16GE (E:)

I
My 231 GB free of 14.5 GB

Local Disk ()

My 395 MB free of 39.5 MB




Local Disk (x2) W (]

-,-:—
[1 Mame Date modified Type Size
offshore_funds.xls 2014-01-26 %43 AM  Microsoft Excel 97... 0 KB
@ passport.)pg 2001-07-26 &:44 PM  FastStone JPG File 242 KB
code_cleaner_macro.docx 2017-04-23 £:38 AM Microsoft Word D... 15 KB

Files from the TopSecret folder
copied to “Drive X:”
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Help

— X

Homepage

Drive  Valume

) O
L P
| )
L R
jo) T
=10
=1
o W

X D:\StrongBox
=)
) 7

Size  Encryption Algorithm

F3.8MEB AES
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Select File. .,
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VeraCrypt

Mever save history
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Select Device...
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Auto-Mount Devices
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Backup trick!

* When you add, edit, or delete files inside the
Veracrypt container, the date-time stamp on
the container doesn’t change

* FreeFileSync doesn’t see the container as
having been modified

* Use touch.exe* (touch Strongbox) to update the
date-time stamp

* Touch is part of UnxUtils
httpsy/en.wikipedia.org/wiki/UnxUtils
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Any other:

Questions
Comments

Shares?



Help wanted with
presentations!

* Topics
* Speakers

— monthly meetings

— members’ favourites
- Q&A

SuggestionBox@opcug.ca



Ottawa Public
Library / s h f a
Brioeue  T'ech Cafe

Clicking, Flicking and Tweeting:
Social Networking Controversy

Chris Taylor
Monday, March 22, 2021
4:00 pm

Register at https://biblioottawalibrary.ca/en/program?text=tech+cafe



J’
DO)')% fé)rget :

NGXT Q&A
Mar 24+

Send your questions,
answers, and topics
you wish to share to:

SuggestionBox@opcug.ca






