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Hack Your
SB STICKS

They're small, cheap and
your drawers are probably
full of them, but is your
collection of USB sticks an
untapped resource?
Will Stapley reveals the
12 best ways to make them
safer, easier to use and more
powerful than ever
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Safingio  HIE G
-
* Free and open source
— monitor network activity
— prevent/allow apps to access network
— block trackers

* Paid
— VPN-ish, TOR-ish service
— expected €9/ month

Stewart Bruce




&
A

° bt Fight surveillance
Share S aflng. 10 be?cause you
love Freedom. =

* Currently in alpha

— contract with Safing ICS Technologies
GmbH subject to Austrian law

— buyer beware!
- https://safing.io/
- https:/ /www.Kickstarter.com/projects/safingio/spn

Stewart Bruce




Software backup via FTP/SFTP

* Compressed - preterably ZIP or 7z
* Encrypted- preterably aes256

* Incrementals

* command line control

 Easily find & restore file/folder/disk easily
and replicating hierarchy.

* Shadow copies to handle open files
* Continue interrupted backups

* Background backups at low riority on
CPU(multithreaded nice) andwidth

* Timestamps on backups
* Version controls Tom Trottier




Zoom meetings Z00Mm

Video Communications

https:/ /zoom.us
— free accounts

- one-on-one meetings, unlimited time
- 3 to 100 participants, 40 minute time limit

- can immediately restart your meeting
and have attendees rejoin

— “Pro” paid accounts

- up to 100 participants unlimited time
- CAN$200/year
- some other benefits https://zoom.us/pricing



https://zoom.us/pricing

* Trusted participants

— take advantage of features without great
concern

* Unknown participants

— be prepared to eject trouble-makers and
lock down meeting

— disable features that can be abused
* Most settings apply to all meetings
— consider worst case



S Zoom settings
Meeting tab - Security

zoom Waiting Room C)

PERSONAL When participants join a meeting, place them in a waiting room and

require the host to admit them individually. Enabling the waiting room
Profile automatically disables the setting for allowing participants to join before

host. . .

Even if you turn on waiting
Meeti
R room, passcode now enforced!

Webinars Meeting Passcode

All instant, and scheduled meetings that users can join via client, or room
Recordings systems will be passcode-protected. The Personal Meeting ID (PMI)
meetings are not included.

Embed passcode in invite link for one-click join ()

Meeting passcode will be encrypted and included in the invite link to

allow participants to join with just one click without having to enter the How secure do you
passcode.

need your meeting?

Approve or block entry for users from specific countries/regions O

Determine whether users from specific regions or countries can join
Do any pa rticipants use VPN 2 meetings/webinars on your account by adding them to your Approved

Th ight t b in J | List or Blocked List. Blocking regions may limit CRC, Dial-in, Call Me, and
ey mig dppear 1o be In Japan: Invite by Phone options for participants joining from those regions.
I




Sttt  Zoom settings
Meeting tab - Schedule Meeting

PERSONAL
Profile Participants video C)
. Start meetings with participant video on. Participants can change this
Meetings duri h . . .
uring the meeting. | like to leave disabled

Webinars to prevent surprises
Recordings

Allow participants to join before host C)

Allow participants to join the meeting before the host arrives

| use for small meetings
with a few friends




Share

Zoom settings

Meeting tab - In meeting (basic)

Z00m

PERSONAL
Profile
Meetings
Webinars

Recordings

Chat

Allow meeting participants to send a message visible to all participants

Prevent participants from saving chat @)

@,

Private chat

Allow meeting participants to send a private 1:1 message to another
participant.

J

: -\

Auto saving chats O
Automatically save all in-meeting chats so that hosts do not need to

manually save the text of the chat after the meeting starts. )

Can disable to prevent
accidental private chats

Sound notification when someone joins or leaves

ﬁe transfer
Hosts and participants can send files through the in-meeting chat.

Only allow specified file types

\ Maximum file size

| like this on to make
sure | (as host) capture
the chat

Think about this a bit

- what about viruses?

- do you really need file
sharing?




Sitie  Zoom settings
Meeting tab - In meeting (basic)

Screen sharing () Great collaboration tools

Allow host and participants to share their screen or content during
meetings Think about ramifications

- esp. as participant list grows

Who can share?

HostOnly @ All Participants (?) Annotation
Allow host and participants to use annotation tools to add information to
Who can start sharing when someone else is sharing? shared screens ()
O Host Only All Participants @ Allow saving of shared screens with annotations V)

Only the user who is sharing can annotate (V)

Disable desktop screen sharing for meetings you host O

When this option is on, users can only share selected applications and
files. Whiteboard

Can he|p prevent aCC|denta| Allow host and participants to share whiteboard during a meeting i)

sharing too much

Allow saving of whiteboard content [v)

Auto save whiteboard content when sharing is stopped (V)

Remote control
BeSt |eft d |Sab|ed During screen sharing. the person who is sharing can allow others to
Allow removed participants to rejoin O control the shared content

Allow previously removed meeting participants and webinar panelists to
rejoin

Allow remote controlling user to share clipboard &




Sh Zoom settings :
are Meetlng tab - in meetlng (advanced)

PERSONAL
Profile
Meetings Show a "Join from your browser" link C)
Allow participants to bypass the Zoom application download process, and
Webinars join a meeting directly from their browser. This is a workaround for
participants who are unable to download, install, or run applications. Note
Recordings that the meeting experience from the browser is limited

Good to enable so people don't
need to use Zoom client




Share

Z00m

PERSONAL
Profile
Meetings
Webinars

Recordings

Zoom settings
Recording tab

Recording

Local recording

Allow hosts and participants to record the meeting to a local file

Hosts can give meeting participants permission to record locally

«©

If you want to allow recording




Schedule a meeting

Z OO' l . SOLUTIONS = PLANS & PRICING CONTACT SALES SCHEDULE AMEETING JOIN A MEETING HOST AMEETING .

Watch Live: Join Zoom experts for a deep-dive into our products, features, industry trends, and more! Register today X
PERSONAL Meeﬁngs Get Training

Profile

Upcoming  Previous Personal Room  Meeting Templates

il

Webinars & StartTime to EndTime Schedule a Meeting

Recordings May 1, 2030

Settings

03:00 PM - 04:00 PM Chris's meeting

Meeting ID: 143 373 265




JIETA  Schedule a meeting
details

My Meetings Schedule a Meeting
Schedule a Meeting
Topic [ My Meeting ]
Description (Optional) Enter your meeting description
/%
When 03/03/2021 | @ | 11:00 v | AM G
Buration 1 v |he| 0 v | min
Time Zone (GMT-8:00) Pacific Time Might want simple Passcode
(] Recurring meeting
Meeting ID @ Generate Automatically (O Jersonal Meeting ID 576 314 9666
Security Passcode a aUudyH
Useful for meeting with a L] AariggRosm
couple of friends Video :;'°:t: - 2 on g °:
, . articipan (O on o
They don’t have to wait ) - N -
f i tart fi Meeting Options === | Allow participants to join anytime
or you 1o start meeting () Mute participants upon entry
(] Automatically record meeting on the local computer
[] Approve or block entry for users from specific countries/regions




Getting meeting link

ZOO' l l SOLUTIONS ~ PLANS & PRICING CONTACT SALES SCHEDULE A MEETING JOIN A MEETING HOST A MEETING ~
Watch Live: Join Zoom experts for a deep-dive into our products, features, industry trends, and more! Register today.
FRESEHA. Meeti ngs Recently Deleted Get Training
Profile
Upcoming Previous Personal Room Meeting Templates
Webinars Start Time to  End Time [ Schedule a Meeting ]
Recordings May 1, 2030
Settings ]
03:00 PM - 04:00 PM Chris's meeting Edit || Delete
Meeting ID: 143 373 265
ADMIN

Click meeting name to get
link to meeting




Getting a meeting link

zoom SOLUTIONS ~

PERSONAL
Profile
Webinars
Recordings

Settings

ADMIN
> User Management
> Room Management

> Account Management

PLANS & PRICING CONTACT SALES SCHEDULE A MEETING JOIN A MEETING HOST A MEETING «

Aeetings

Topic

Description

Time

Meeting ID

Security

Invite Link

Manage "Chris's meeting"

Start this Meeting

Chris's meeting

Ad-hoc meeting

May 1, 2030 03:00 PM Pacific Time (US and Canada)

Add to [ Google Calendar ] [ ni Outlook Calendar (.ics) ] [ ° Yahoo Calendar J

143 373 265

v Passcode rerxtak®  Show Waiting Room

https:/usO4web.zoom.us/j/143373265?pwd=bzhvZHVzdzBaandhUnZWYVhEWVRLZz09 2 Copy Invitation




I Paste meeting invitation into
email to participants

File Edit View Insert Format Options Tools Help

4 Send

PQSpelling v & Security v [D)Save v @] Attach v
From  Chris Taylor <chris.taylor@opcug.ca> OPCUG G-Suite IMAP v | Cc Bee »
To | Joe.User@gmail.com
Subject | Zoom meeting
‘BodyText V‘ ‘Calibri V‘-|_ A AT A“ A AA ‘ T I € 3=

Join Zoom Meeting
https://usO4web.zoom.us/j/ 14337326$ ?pwd=bzhvZHVzdzBaandhUnZWYVhEWVRLZz09

vl
i
£

Meeting ID: 143 373 265
Passcode: 7pswVf

You probably want the password
embedded in the link!




Starting a meeting

zoom SOLUTIONS ~
PERSONAL Meetings
Profile

PLANS & PRICING

Upcoming Previous Personal Room Meeting Templates
o

Webinars Start Time to End Time
Recordings May 1, 2030
Settings

CONTACT SALES SCHEDULE A MEETING JOIN A MEETING HOST A MEETING ~

Recently Deleted Get Training

[ Schedule a Meeting ]

03:00 PM - 04:00 PM

Chris's meeting

Edit Delete

Meeting ID: 143 373 265

ADMIN

Hover mouse over meeting
to see buttons
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Share your screen Start recording




During a meeting o=

Ask to Start Video

Make Hosl

Allow to Record

Partici ts (2 s yose
articipants (2) Rename

Put in Waiting Room

igig Remove

Repaort...

Ask All to Unmute

Mute Partiapants upon Entry

Mute Af v Allow Participants to Unmute Themselves

v Allow Particopants to Rename Themselves
Chat

Play sound when someone joins or leaves

Enable Waiting Room

S

Lock Meeting

Participant Can Chat With:
C— No One

Host Only

Everyone Publicly

v Everyone Publicly and Directly

End the meeting




Any other:

Questions
Comments

Shares?



Ottawa Public
Library / s h f a
Brioeue  T'ech Cafe

Clicking, Flicking and Tweeting:
Social Networking Controversy

Chris Taylor
Monday, March 22, 2021
4:00 pm

Register at https://biblioottawalibrary.ca/en/program?text=tech+cafe



J’
DO)')% fé)rget :

NGXT Q&A
Mar 17+h

Send your questions,
answers, and topics
you wish to share to:

SuggestionBox@opcug.ca






