
Alan German & Chris Taylor
Ottawa PC Users’ Group



Is anyone here tonight because 
they saw our event listing posted 
on coaottawa.ca?



Two Good to Miss!

• Join OPCUG before March 31st

• Pay the annual membership fee of $20.00

• Receive a free-year’s membership

Two years for 
the price of one!   

https://opcug.ca/join-or-renew/



Share Windows 10 21H1 is coming

• Next feature update – 21H1
̶ released to Windows Insider beta channel Feb 17
̶ general release first half 2021
̶ skimpy on new features

̵ …scoped set of features improving security, remote access and quality
̵ Windows Hello camera enhancement
̵ Windows Defender Application Guard performance improvements
̵ Windows Management Instrumentation (WMI) Group Policy 

Service (GPSVC) updating performance improvement to support 
remote work scenarios

̶ optimized delivery (will install quickly)
̵ for anyone on 2004 or 20H2

̶ https://blogs.windows.com/windowsexperience/2021/02/17/
introducing-the-next-feature-update-to-windows-10-version-21h1/



Share Michael Geist’s
Law Bytes Podcast

• Episode 77

̶ The complexity of Internet content regulation
̵ conversation with CIPPIC’s Vivek Krishnamurthy

• Interesting discussion

̶ many nuances

https://www.michaelgeist.ca/2021/
02/law-bytes-podcast-episode-77/ 



Share

• Useful apps for Android
smartphones and tablets

• What are your favourites?

SuggestionBox@opcug.ca

SmartApps



Share

Notepad++

https://notepad-plus-plus.org

A (much) better Notepad



• Runs in Windows
• Notepad replacement
• Free, open-source
• Tabbed editing
• Syntax highlighting (source code)
• Powerful search commands
• Available plugins





Copy from Q&A_index.txt



Paste into reminder.txt



HTML file



















Share

Bob Walker says:

“Once upon a time…”

E-book formats



• How do I “Boot Linux Once”?

• Can I create a bootable flash drive?

• What are the current favourite 
flavours of Linux, particularly for 
someone new to this OS?

Live Linux Distro



• Linux Mint Cinnamon is more like 
Windows than Ubuntu Linux

• Current version is 20.1 (Ulyssa)

Live USB/DBD



• Download ISO file

• linuxmint-20.1-cinnamon-64bit.iso



• Burn ISO file to USB

(or DVD)

• Rufus (https://rufus.ie)

• Set target (Drive E:)

• Set source (ISO file)

• Leave defaults

• Press START



If you have a large-capacity USB drive use 
Yumi - Multiboot USB Creator

https://www.pendrivelinux.com/
yumi-multiboot-usb-creator/



• Boot using the Live-USB

• Dell Inspiron F12 displays boot menu

• Select the live-USB

• Press Enter





Files Network



Network



Files











Compromised email contact list?

“Sam” received email from “Dave”
- Sam had not dealt with Dave for 10 years
- email asked him to click on a DropBox link
- he didn’t click it

Sam contacted Dave
- Dave said he didn’t send it
- Dave had received a similar email

Sam’s contact info is in Dave’s contacts list
Dave’s contact info is in Sam’s contacts list

Whose contact list has been compromised?
- Sam’s
- Dave’s?
- is there any way to tell?



What would happen if Dave’s 
contact list was compromised?

Attacker gets Dave’s contact list
- sends attacking email to Sam
- spoofs “from” to Dave’s address
- includes link to compromised doc

Attacker wants more victims
- sends to all other addresses

in Dave’s contact list

Could also send one email to Dave 
- and spoof “from” to be one of
Dave’s contacts

But he has one more email 
address he can attack:
… Dave’s!



What would Sam see?

Without verification
- known sender (okay)
- language maybe looks normal (okay)
- URL maybe looks legit (okay)
- click link
- compromised computer



What would Dave see?

If the attacker also sent an email
- to Dave
- spoofing one of his contacts as the “from”

Without verification
- known sender (okay)
- language maybe looks normal (okay)
- URL maybe looks legit (okay)
- click link
- compromised computer

Nothing! (at least not immediately)
- none of the emails went through his mailbox
- or…



What would Dave see later?

Flurry of replies
- to message he didn’t send
- about things he knows nothing about

Best thing Dave can do
- send email to all his contacts
- I didn’t send “Important information” email.
Someone spoofed my address. Delete the email.
Don’t click the link in it. If you did, your computer
might be compromised. Get it checked!



Email cautions

Don’t trust sender email address
- email is unauthenticated
- email addresses can be spoofed
- if stolen from a friend’s contact list
- could be a familiar address

Look for red flags
- unusual language / tone
- bad grammar especially from a company
- urging quick action
- threatening bad things if you don’t act
- too good to be true
- email giving a password to attachment
- asking you to enable macros
- asking for personal information
- asking for things the person wouldn’t ask for



Email cautions

- links can be obscure
- do you trust

https://docs.google.com/spreadsheets/d/0B8AwAHlqvrJDVGFaajZPbTlaTXoUc2Nn
DWxNXzQwbWJ4RUFR/edit?usp=drive_web&ouid=105328500873441255&rtpof=true

- links can be obfuscated
- at least

- hover mouse over link and see pop-up or status bar
- if text in email https://www.scotiabank.com and
pop-up says https://p21aafe.wordpress.com
don’t click it!

Don’t trust links in email

Don’t trust attachments
- if uncertain
- verify with sender

- but don’t “reply” – use trusted address, phone, text …
- check at VirusTotal.com
- if it reports A-OK
- wait 2 days and check again

Other protections
- keep antivirus up-to-date
- keep software patched
- keep firewall on
- keep good password habits

- April OPCUG meeting

https://docs.google.com/spreadsheets/d/0B8AwAHlqvrJDVGFaajZPbTlaTXoUc2NnDWxNXzQwbWJ4RUFR/edit?usp=drive_web&ouid=105325028500873441255&rtpof=true
https://www.scotiabank.com/
https://p21aafe.wordpress.com/


• The webcam does not function on 
my old laptop

• Can Windows 10 have blocked the 
software for the webcam on the laptop?

• I am considering using either an Android 
tablet or my Samsung phone as a camera

• What are the issues to address before 
downloading the apps? 

Broken webcam



Windows 10 Permissions

• Check Settings – Privacy – Camera

• Camera can be enabled/disabled
(may require Administrator’s account)

• Camera may be enabled only for 
certain apps









If it is broke, fix it…

…with a new (USB) webcam



https://www.pcmag.com/how-to/how-to-turn-
your-smartphone-into-a-wireless-webcam



• Use an Android smartphone or tablet
as a webcam on a PC

• Software required:

̶ DroidCom

̶ Android app

̶ Windows client

• Use with Zoom, Skype, etc.

http://www.dev47apps.com



Why not use the Zoom app on the 
smartphone/tablet directly?

https://play.google.com/store/apps/details?id=us.zoom.videomeetings



Any other:

Questions

Comments

Shares?



Tech Café

Is Free Software Really Free?
And, if it is free, is it any good?

Alan German

Monday, March 1, 2021

4:00 pm

Register at https://biblioottawalibrary.ca/en/program?text=tech+cafe



Tech Café

Making a Hard Copy Book

from Digital Photos

Lynda Buske

Monday, March 8, 2021

4:00 pm

Register at https://biblioottawalibrary.ca/en/program?text=tech+cafe



Keeping Passwords Safe

Chris Taylor

March 10, 2021

7:30 pm



Send your questions,
answers, and topics 
you wish to share to:

SuggestionBox@opcug.ca




