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Find Windows 10 release dates

* Many sources of release dates
— e.g.. Wikipedia
* Best source - Microsoft Docs site

— https://docs.microsoft.com/en-
us/windows/release-information/
- availability date of every major build
- latest revision date (never seen this elsewhere)
- end of service date (end of life)



Share Microsoft autofill

» Simplify and secure your life with Microsoft’s
autofill solution for passwords

— Passwords stored in Microsoft Account

— Works with and syncs across
- Windows (Microsoft Edge & Google Chrome)
- Android
- 10S

— httpsy//blogs.windows.com/windowsexperience/2021/02/05/simplify-and-
secure-your-life-with-microsofts-autofill-solution-for-passwords/

* [ still prefer KeePass
— March OPCUG meeting



SIM Card Hijacking

* SIM card hijacking or swapping is a type ot
fraud where an attacker assigns the
number of your SIM card to a telephone
number that they control

* Your service provider should alert you to
the number port, but you will not be able
to call them from your phone!

https://mobilesyrup.com/2021/02/06/public
-mobile-sim-swap-fraud-explainer/

Stewart Bruce




Troubleshooting hardware

* Hardware device stops working properly?

— turn device off and on
- still doesn’t work properly

— hit Start | Power | Shutdown

- because a shutdown will allow a device to
more completely re-initialize than a restart

— restart your computer
- still doesn’t work properly

— suspect the hardware has failed
— ...but wait!!!!




“Fast startup” can be a problem

* Control Panel | Power Options |
Choose what the power buttons do |
Shutdown settings

* If fast startup is enabled

— what happens with
- Shut down vs Restart S

— isreverse of (my) expectations

..........

Cancol




My expectations

e Restart

— all hardware is kept powered on
— in event of problem

- hardware won’t be completely reset

o Shut down

— all hardware completely powered off
— in event of problem

- hardware is completely reset when
computer rebooted



I was wrong!






Shut down (fast startup enabled)

» Start | Power | Shut down
— all apps are closed
— user is logged off
— current state of computer written to hibernation file
- Windows kernel
- current state of drivers
— computer is turned off
* When restarting

— hibernation file read and memory returned to that state
- Windows kernel

- all drivers
— User prompted to logon

If a hardware driver was misbehaving before you shut down, it
will be misbehaving when you restart!



Restart (fast startup enabled or not)

o Start | Power | Restart
— all apps are closed
— user is logged off
— Windows is shut down

— Windows restarts automagically
- Windows kernel loads from disk
- drivers get loaded from disk and initialized

— user prompted to logon
* The big difference:

— Windows kernel and all drivers are re-initialized

by reading the files from disk!



Bottom line

* If hardware device that is misbehaving

* If you want to truly reinitialize hardware
devices on next Windows boot

 Paradoxically:

— Start | Power | Restart
not

— Start | Power | Shutdown ”STM“




Backgrounds, filters and
profiles in Zoom

* How do I add a virtual background
to my Zoom session?

* What are filters?

* How do I display my
profile picture instead
of using a webcam?
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Statistics
Keyboard Shortcuts

Accessibility

(] start Zoom when | start Windows

[:J When closed, minimize window to the notification area instead of the task bar
(] use dual monitars (@)

() Enter full screen automatically when starting or joining a meeting

(] automatically copy invite link once the meeting starts

(] Always show meeting controls (3

Ask me to confirm when | leave a meeting

(] show my connected time

() Remind me 5 minutes before my upcoming meetings

(] stop my video and audio when my display is off or screen saver begins
(] Integrate Zoom with Outlook (@
Reaction Skin Tone
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View More Settings [
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Accessibility
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image to be your profile picture.

Upload

Please select a jpg/jpeg. gif or png image file with size smaller than 2M to upload and crop an




Change Picture

Please select a jpg/jpeg. gif or png image file with size smaller than 2M to upload and crop an
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Virtual Backgrounds Video Filters
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("] I have a green screen @ Mirror my video

Studio Effects (Beta)




) Settings

General

B Background & Filters

Recording

Q Keyboard Shortcuts

Accessibility

Using a virtual background will decrease your
video resolution to maintain CPU bandwidth.

Learn more

Virtual Backgrounds Video Filters ()

None

(] I have a green screen ® Mirror my video Studio Effects (Beta)
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Free security audits in Windows

* Security Space Tom Trottier
— free (and paid) security audits
— free account required
— https:/ /securel.securityspace.com/smysecure/index.html

— Basic Security Audit
- https:/ /securel.securityspace.com/smysecure/basic_index.html

- scans 1,500+ known-service ports for open ports &
possible trojans

- detailed and comprehensive information on open ports
found, along with the steps on how to fix

- takes 30 seconds to 10 minutes to run
— maybe simpler: ShieldsUP
- https://www.grc.com/x/ne.dl1?bhObkyd2

Chris Taylor



https://secure1.securityspace.com/smysecure/index.html
https://secure1.securityspace.com/smysecure/basic_index.html
https://www.grc.com/x/ne.dll?bh0bkyd2

Free security audits in Windows

Tom Trottier

No Risk Security Audit

— https:/ /securel.securityspace.com/smysecure/norisk index.html

— scans 1500+ known-service ports for open ports
& possible trojans

— examines system with 86,218 vulnerability tests
— can be run only once/month for any given IP
— takes 1 to 3 hours to run


https://secure1.securityspace.com/smysecure/norisk_index.html

SmartApps

» Usetul apps for Android
smartphones and tablets

* What are your favourites?

SuggestionBox@opcug.ca



m Modifying Pages in PDF Files

« How can we add, delete, and extract
pages from PDF files?

 Easy, we use PDFsam! Q
PDFsam

https://opcug.ca/Reviews/
PDFsam.pdf PDFSAM BASIC

(OPEN SOURCE)

PDF Document Management
Revisited. Sep/20




* Let's suppose we want to compile all the
pages of OPCUG's Free Software Guide in a
single PDF file

* We can find out when these were published
in the newsletter by looking at the index:

https://opcug.ca/history/FreewareGuide/freeware_guide.htm

.....

OPCUG Free Software Guide—Part 1 T

WinDirStat
IrfanView
Defraggler
WirtuaWin
ZoneAlarm

.........

......

CDBurnerXP
EditPad Lite
VLC Meds

Ottawa PC News; p 3; December 2008 (296 KB PDIF)

.......




2 PDF Split and Merge Basic Edition

@ PDFSAM:...

06‘ split

Split a PDF document at the given page
numbers.

7

n.h Split by bookmarks

Split a PDF document at bookmarked
pages by specifying a bookmarlk level.

7

of Split by size

Split 3 POF document in files of the given
size (roughly).

7]

w Merge

Merge together multiple PDF documents
or subsections of them,

(2]

f Extract

Extract pages from PDF documents.

(7]

i B

-E' Rotate

Rotate the pages of multiple PDF
documents.

H Alternate Mix

Merge two or more PDF documents, taking
pages alternately in natural or reverse
order.

7]




2 PDF Split and Merge Basic Edition —

f} PDFSAM@-“?DE-‘HEES f G H

Oé’ Split w Merge 1% Rotate
Split a PDF document at the given page Merge together multiple PDF documents Rotate the pages of multiple PDF
numbers. or subsections of them. documents.

o o o

|f('1§ Extract

Extract pages from PDF documents.

c‘h Split by bookmarks

Split a PDF document at bookmarked
pages by specifying a bookmarlk level.

{ Alternate Mix

erge two or more PDF documents, taking
ages alternately in natural or reverse
order.

7
7

7]

of Split by size

Split 3 POF document in files of the given
size (roughly).

7]




2 PDF Split and Merge Basic Edition

@ PDFSAM.....

Add - Clear =

# Mame

1 0812, pdf 205 KB

e RS

¥ Extract settings

m Extract pages: 3

¥ Qutput settings
Di\free_software

Overwrite if already exists @

* Show advanced settings

¥ File names settings

Generated POF documents name prefix Guide-l

Size

P Run

Pages

i B

Modified

February 7, 2021, 4:34:14 PM

Browse
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340 KB

Another surprise awaits!
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2 PDF Split and Merge Basic Edition

@ PDFSAM......
064' Split

Split a PDF document at the given pag

bers.
n num

w Merge

Merge together multiple PDF documents
or subsections of them,

7
c‘h Split by bookmarks |f('1§ Extract
Split a PDF document at bookmarked Extract pages from PDF documents.
pages by specifying a bookmarlk level. 7]

7

of Split by size

Split 3 POF document in files of the given
size (roughly).

7]

i B

-E' Rotate

otate the pages of multiple PDF
ocuments.

H Alternate Mix

Merge two or more PDF documents, taking
pages alternately in natural or reverse
order.

7]
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IrfamView
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What's a
Cumulative Update Preview?

* When checking for updates, sometimes a
Cumulative Update Preview is otfered

— what is it?
— should I install it?

< Settings - O X
v Home Windows U pdate
Find a setting —] You're up to date
Last checked: Today, 1:22 PM
Update & Security
Check for updates
e

x_ Windows Update
Optional quality update available

2021-01 Cumulative Update Preview for Windows 10 Version 2004 for x64-based Systems
(RBA598291)

View all optional updates




What's a
Cumulative Update Preview?

* Microsoft releases cumulative updates

— normally second Tuesday of the month

e Previews can come out
3rd or 4th week of the month (typically)

— non-security updates

— tull testing not
completed

— here be dragons
... maybe

* [ generally take a pass




Microsoft Ignite ! j

* Microsoft Ignite will be held on March 2-4
* It's on-line and free

!

* There will be hundreds of sessions, many
with a developer focus, but also on
Windows, Office, security, etc.

* The keynotes are often very interesting

* The session list isn’t available yet

Register - https://myignite.microsoft.com/home



Any other:

Questions
Comments

Shares?



Ottawa Public
Library / L A
Boioneee  Tech Café

Is Free Software Really Free?
And, if it is free, 1s it any good?

Alan German
Monday, March 1, 2021
4:00 pm

Register at https://biblioottawalibrary.ca/en/program?text=tech+cafe



Chris Taylor
March 10, 2021
7:30 pm
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Don't fé)fget e
NGX'I’ Q&A
Feb 17+

Send your questions,
answers, and topics
you wish to share to:

SuggestionBox@opcug.ca






